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1. OBIIME INOJIOKEHUA

Hacrosmas IlpumepHas monenb yrpo3 O€30MacCHOCTH IMEPCOHATbHBIX JAHHBIX HpPU HUX
00paboTke B HMH(POPMAIIMOHHBIX CHUCTEMax IEPCOHAJBHBIX IaHHBIX (Hamee — Mopaenb yrpos)
COJICP’KUT CUCTEMATU3UPOBAHHBIN MepedeHb yrpo3 0€30MacCHOCTH MEePCOHANBHBIX JTAaHHBIX MPHU UX
00paboTke B MHGOPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX TaHHBIX. DTH Yrpo3bl 00YCIOBJICHBI
peIHAaMEPEHHbBIMH WM HENpeAHAMEPEHHBIMU JEHCTBUSAMHU (U3MYECKUX JIML, JCHCTBUSMHU
3apyOeKHBIX CIELCITY)KO WJIM OpraHu3anuii (B TOM 4HCIE TEPPOPUCTUYECKHX), a TaKkKe
KPUMUHAIBHBIX ~ TPYNIHUPOBOK, CO3JAIOIIMX  YCIOBUS  (MPEANOCBHUIKK) JUISL  HapyUICHUS
Oe3omacHOCTH TnepcoHanbHbIX AaHHBIX (I1J{H), KOoTOpoe Benér k ymepOy >KM3HEHHO BaKHBIX
MHTEPECOB JINYHOCTH, OOIIIECTBA U TOCYIapCTBa.

Mognens yrpo3 COIEp>KUT €IUHbIE HCXOAHBIE JaHHBIE 110 YIrpo3aM O€30MaCHOCTH
MEPCOHANBHBIX JaHHBIX, 00padaThiBa€MbIX B HH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATbHBIX JaHHBIX
(UCITAn), cBsi3aHHBIM:

¢ nepexBatoM (cbeMoM) IIJIH Mo TeXHHMUECKUM KaHallaM C LENbI0 UX KOMUPOBAHUS WM
HEIIPAaBOMEPHOT'O paclpOCTPAHCHMUS;

C HECAaHKIMOHUPOBAHHBIM, B TOM uucie ciaydaiHbM, goctynoM B WCII[H ¢ wenbro
W3MEHEHUS, KOIMPOBAaHMS, HENPaBOMEpPHOro pacnpocrpanenus II/[H wim JIeCTpyKTHBHBIX
BosnerictBuii Ha sneMeHThl MCII/IlH m oOpaGarpiBaembix B Hux I[IJI[H ¢ wucnonp3oBaHreM
MPOTrpaMMHBIX M MPOrPAMMHO-AIAPATHBIX CPEJCTB C ILEJIbI0 YHUUTOXCHUS WU OJIOKHMPOBAHUS
I11x.

C npumenenneM Mojienu yrpo3 pemaroTcs CaeAyonue 3a1aun:

pa3paboTka yacTHbIX Mojenel yrpo3 6e3onacHoctu [1/10 B konkpernbix UCIT/IH ¢ yuérom
WX Ha3HAYCHUS, YCIIOBUN U OCOOCHHOCTEH (PYHKIIMOHUPOBAHUS;

ananu3 3anmménHoctTd MCII/Ia ot yrpo3 6e3omacHoctu I1/lH B Xome opraHusanuu u
BBITIOJIHEHHS pa0oT 1o obecnieueHuto O6e3omacuHoctu [1/1H;

pa3paboTka cucteMsl 3amuThl [1/1H, oOecneunBaromeil HeUTpanu3aIyio MPEANOIaracMbIxX
yrpo3 C HCIOJIb30BaHUEM METOJ0B M crnoco0oB 3ammrthl [IJ[H, NOpeaycMOTpeHHBIX i
cootBercTByromiero kinacca UCII/IH;

MPOBEJICHUE MEPONPUATHI, HATPABICHHBIX HA MPEIOTBPALICHUE HECAHKIIMOHUPOBAHHOTO
noctyna k [1JIx u (unm) nmepenayu UX JiMiiaM, He UMEIOIIUM TIpaBa JOCTYyMa K Takol WH(GOpMaInu;

HeJonyleHne Bo3aeicTBus Ha TexHudeckue cpeactsa MCII[IH, B pe3ynbTrare KOTOPOTO
MOJKET OBITh HApYyIIEHO UX (YHKIIMOHUPOBAHUE;

KOHTPOJIb 00ECTICUCHHS YPOBHS 3aIIUIIEHHOCTH TIEPCOHATBHBIX TAHHBIX.

B Mogenn yrpo3 nano o6o6ménnoe ommcanue MCIIJIH kak OOBEKTOB 3alUTHI,
BO3MOXXHBIX HCTOYHHKOB Yyrpo3bl Oe3omacHocTH mepcoHalbHbIX AaHHBIX (YBII/IH), ocHOBHBIX
kiaccoB ysa3BuMocTeil UCIIJIH, BO3MOXXHBIX BUJIOB JECTPYKTUBHBIX Bo3AeiicTBuil Ha [1/]H, a Takxke
OCHOBHBIX CITOCOOOB UX peaTu3aIlvi.

VYrpo3ssl 6e3onacHoctu [1/1H, o6pabateiBaembix B UCII/IH, conepkamuecss B HaCTOSIIEH
Mogenu yrpo3, MOTYT YTOUHSTHCS U JOTOJHATHCS MO MEpPE BBISABICHUS 7 HOBBIX MCTOYHUKOB
yIpo3, pa3BUTHUs crioco6oB U cpenctB peanusauuu Y BII/In B UCII/H.

1. KIIACCH®UKALUA YI'PO3 BE3OITACHOCTH NEPCOHAJIBHBIX TAHHBIX (YBII/1H)

CoctaB u cozgepxxanue YBIIJ[H ompenensercss COBOKYIHOCTBIO YCIOBHHA U (DaKTOPOB,
CO3/IAIOIIMX OMAaCHOCTh HECAHKIMOHMPOBAHHOTO, B TOM YHCIE cly4daiiHoro, noctyma k II/IH.
CoOBOKYIHOCTh TakMX YcIoBUMl M (akTopoB ¢opmupyercss ¢ yuérom xapakrepuctuk NCIIH,
CBOWCTB cpefibl (IyTH) paclpoCTpaHEeHUsl MH(MOPMATUBHBIX CUTHAJIOB, COJAEPKALIUX 3alUIAEMYIO
uHpOpMALIMIO, U BO3MOXXHOCTEH HCTOYHMKOB yrpo3sl. K  xapakrepuctukam MCII/H,
obOycnoBnuBaronuM  Bo3HMKHOBeHHWE YDBII/[H, MoOXXHO oOTHecTH Kareroputrd u 00BEM
obpabarsiBaembix B ICII/IH nepcoHanbHbIX JaHHBIX, cTpyKTypy MCII/IH, Hanmu4ue moakItoYeHni
NCTIIH k ceTsiM cBsi3M OOIIETO MOJAB30BaHUS U (MJIM) CETSAM MEXIYHAPOIHOTO HH(OPMAITMOHHOTO



oOMeHa, XapaKTepUCTHKH noacucTeMbl 6e3onacHocTH [1/1H, o6padareiBaembix B MCIT/IH, pexumMbl
00pabOTKM MEPCOHANBHBIX JIAHHBIX, PEXHUMBl pa3rpaHUYECHUs MpaB JOCTYyNa IOJIb3oBaTeNeit
NCTI/IH, MmecToHaX0XI€HUE U YCIIOBUS pa3MelleHus Texauueckux cpeacts MCITAH.

HNudopmannonnbie CUCTEMBI 111 MIPEJCTaBIISIIOT coboit COBOKYITHOCTh
UHPOPMALIMOHHBIX W  TMPOrPaMMHO-ANIMAPATHBIX 3JEMEHTOB, a Takke WH(POPMAIMOHHBIX
TEXHOJIOTHH, MPUMEHsIeMBbIX TIpu 00padoTke [1/]H.

OcnoBuabiMU d1eMeHTamMu UCII/IH sBstoTCS:

MepCcoHaNbHbIE JaHHBIE, cojiepKalrecs B 0a3ax JaHHBIX, KAaK COBOKYITHOCTh HH(POPMAIIH
u e€ HocuTelnel, ucronb3dyeMbix B UCITJH;

nH(OpMaLIMOHHBIE TEXHOJIOTUH, IPUMEHsIeMbIe ITpH 00paboTtke [1/1H;

TEXHUUYECKUE CPEACTBA, OCyIIecTBIstonme oopadorky I1JIH (cpeacTBa BBEIYUCIUTEIHHOM
TEXHHUKHU, HUH()OPMALIMOHHO-BBIYUCITUTENIbHBIE KOMILJIEKCHI U CETH, CPEJCTBA M CUCTEMBI NEpelauH,
npuéma u  oOpaborku IIJIH, cpeacTBa ©  CHCTEMBI  3BYKO3AlMCH, 3BYKOYCHJICHUS,
3BYKOBOCIPOU3BEACHUS, IEPETOBOPHBIE U TEJIEBU3MOHHBIE YCTPOWCTBA, CPEICTBA M3TOTOBJIICHUS,
TUPAXHUPOBAHUS TOKYMEHTOB U JPYrue TEXHUYECKHE CPEACTBa 0OpabOTKH peYeBOM, ITpauecKoi,
BUJICO- U OyKBEHHO-IIM(PpOoBOii nHpopmanun) (nanee — rexuudeckue cpeacrsa UCII/In);

IIPOTPaMMHBIE CPEJICTBA (OTEPALIMOHHBIE CUCTEMBI, CHCTEMBI yIIpaBJIeHUsS 0a3aMu TaHHBIX
U T.IL.);

CpEICTBA 3aIIUThI UHPOPMALIHH;

BCIIOMoOraTenbHble TexHudeckue cpenctsa u cucremsl (BTCC) — TexHuueckue cpeicTna u
CHCTEMBI, UX KOMMYHHKAIlU{, HE TpeAHa3HaueHHble sl oOpadotku [1lH, HO pa3meniéHHBIC B
MOMEIIEHUsIX (Janmee — Cly)KeOHble MOMeIeHus1), B KOTOophix pacnonoxkensl WCIIJIH, wux
TEXHUUYECKHUE CpelcTBa (pa3nuyHoro poja TenedoHHbIE CpPEeICTBA M CHCTEMBI, CpEICTBa
BBIYMCIIUTEIIbHOM TEXHHUKHU, CPEICTBA M CHCTEMBbl IE€peauyd [aHHbIX B CHUCTEME pPaJHOCBS3H,
CPEJICTBA U CHUCTEMbI OXPaHHOM U MOKAPHOW CUTHAJIM3ALIMHU, CPEJCTBA U CUCTEMBbI OMOBELIECHUS U
CUTHAJIM3aLlUH, KOHTPOJIbHO-U3MEPUTEIbHAS anmnaparypa, CpencTBa " CUCTEMBI
KOHJUIIMOHUPOBAHUS, CPEICTBA U CHCTEMbI MPOBOJHOW PaIMOTPAHCISLUOHHON CETH U NpuéMa
IPOrpaMM paJMOBELIaHUS U TEIEBUACHMS, CPEACTBA DIIEKTPOHHOM OPITEXHHUKH, CPEIACTBA M
CUCTEMBI 3JIEKTPOYaCO(PUKAIIN).

CpoiicTBa cpezpl (MyTH) pacHpOCTpaHEHHs HH(POPMATUBHBIX CHUTHAJIOB, COJEpPIKAILIUX
3alMIIaeMyl0  MH(OPMAalNI0, XapaKTepU3YIOTCS BHUJIOM (QHU3MYECKOW cpenbl, B KOTOPOH
pacnipoctpanstorca II/[H, 1 ompenensroTcs npu OUEHKE BO3MOXKHOCTH peanu3auuu Y bII/IH.
Bosmoxxnoctu HCTOYHUKOB VYBITIn 00yCIJIOBIIEHBI COBOKYITHOCTBIO croco0oB
HECaHKIIMOHMPOBAHHOTO U (WiIM) ciydyaifHoro nocrtymna k I1/[H, B pe3ynpTare KOTOPOro BO3MOXKHO
HapylieHne  KOH(PUACHIMAIbHOCTH  (KONMUPOBAHHE, HEMPABOMEPHOE  PACIPOCTPAHEHHUE),
[EJIOCTHOCTH  (YHUYTOXKEHUE, HU3MEHeHue) u joctynHoctd (OnokupoBanue) II[H. VYrposa
6e3onacunoctu [1/]n peanu3yercst B pe3yapTaTe 0Opa3oBaHusi KaHana peanusanuu YBIIIH Mexmy
UCTOYHHUKOM yrpo3bl M HocuteneMm (ucrounukom) I1/IH, yTo co3maer ycloBHs Al HapyIIEHUsS
6e3omacHocTH [1/]H (HecaHKIIMOHUPOBAHHBIN WK CIy4YailHBIA JOCTYII).

OcHOBHBIMH 351eMeHTaMu KaHaia peanuzanuu YBIIJIH (pucynok 1. O6o06ménnas cxema
KaHaJja pean3aluu yrpo3 0e30MacHOCTH NEPCOHAIBHBIX JaHHbBIX ) SIBIISIOTCS:

»uctounuk YBII/IH — cyObekT, MarepuaibHblii 0OBEKT WM (PU3NYECKoe SBICHUE,
coznaronue YBII/IH;

»cpena (myth) pacrnpoctpaneHus: [1/[H uiam BO3ACHCTBUIL, B KOTOpOH (u3ndeckoe
1oJie, CUTHAJI, JaHHBIE WM MPOTPaMMbl MOTYT PAcIpOCTPAHATHCS U BO3JIEHCTBOBATD
Ha 3allMIiaeMble CBOMCTBAa (KOH(HIEHIMAIBHOCTb, LEIOCTHOCTb, IOCTYIHOCTb)
I1n;

»Hocutenb [1JI[H — ¢u3uyueckoe TUIO0 WM MaTepUATbHBI OOBEKT, B TOM YHUCIIE
¢usnueckoe moiue, B kotopoM I[IJ[H HaxomAT cBoe OTpakeHHWE B BHJE CHMBOJOB,
00pa3oB, CHUTHAJOB, TEXHMYECKHX PpEHIEHWH W TPOLECCOB, KOIUYECTBEHHBIX
XapaKTePUCTUK (GU3NYECKUX BETUYHH.



Cpena pacrpocTpaHeHUs
[1/11 1 Bo3aEeHCTBUIA.

Uctounuk yrpo3 P R ITpuémuuk P R Hocurens 1110
6e3omacuoctu I1/In h | uHpOpPMATHBHOTO CHrHANA. | "
Ilepenatuux

BO3ILCﬁCTBy10HICF O CMI'HaJjia

Pucynox 1. O600méHHast cxeMa KaHala peallH3aliy yrpo3 0€30II1acCHOCTU MePCOHATBHBIX TaHHBIX.

Hocurenu I1/In MoryT conepxaTh HH(OPMAIIHIO, TPECTABICHHYIO B CICIYIOIIUX BUIAX:

akyctudeckas (pedeBas) wuHbpopmamus (PU), coxmepxkamiascs HEMOCPEIACTBEHHO B
npousHocuMoi peun nonb3oBatens MCIIIH npu ocymecTBieHHH UM (DYHKIIMH TOJIOCOBOTO BBOJA
I[ITa 8 UCIIdH, nmu6o BocmpousBomumas akyctudeckumu cpeactBamu WCIIOH (ecnmu Takue
(GYHKIIMM TOpeaycMOTpeHbl TexHojorued oOpaGorku II/lH), a Takke coaepxkalasics B
3JIEKTPOMAarHUTHBIX TMOJSIX M 3JEKTPUYECKUX CHUTHalaX, KOTOpPbIE BO3HUKAIOT 3a CYET
npeoOpa3oBaHnil aKyCTHYECKON HH(OpMAIIHH;

»BunoBas uHpopmamus (BU), mpencraBieHHas B BUAE TEKCTa M H300paKCHUN
Pa3NUYHBIX YCTPOHUCTB OTOOpaKeHHsT HMHGOPMAIMH CPEJICTB BBIYMCIUTEIHHON
TEXHUKHU, MHPOPMAIIMOHHO-BBIYUCIUTEIbHBIX KOMIUIEKCOB, TEXHUYECKUX CPEACTB
00paboTKH rpaduUecKoil, BUaeo- 1 OyKBEHHO-IU(POBOI HH(OPMAIIH, BXOSIIINX B
coctaB UCII/Ix;

»unpopmarus, oOpabateiBaemas (mupkymupytomas) B MWCI[H, B BuUzme
3IEKTPUUYECKUX, JIEKTPOMArHUTHBIX, ONTUYECKUX CUTHAJIOB;

»undopmanus, obpadbareiBacmas B WMCII/{H, mpencraBicHHas B Buae OUT, Oaidt,
¢bailyioB U APYrUX JOTUYECKUX CTPYKTYP.

B nenax ¢opmupoBanus cuctemarusupoBaHHoro nepeunss YBIIJIH npu ux obpaboTke B
NCII[AH n pa3paboTke Ha UX OCHOBE YACTHBIX MOJEIEH MPUMEHHUTEIbHO K KOHKPETHOMY BHIY
UCTIJx yrpo3sl kiaccuuuupyroTcs B COOTBETCTBUH CO CIEAYIOIIMMH MpU3HAKaMHU (PUCYHOK 2,
crp.30):

o Buy 3amuiaemoit ot YBIIIx nndopmarun, conepsxameit [1/1x;

10 BUJIaM BO3MO>KHBIX HICTOUYHUKOB Y BII/IH;

no turty UCII/IH, Ha koTOphie HampaBieHa peanm3anus Y BIIJIH; mo cocoly peanuszanuu
VYBII/IH; no By HapylIaeMoro cBOHCTBa MHGOpMAaLUU (BUAY HECAaHKIIMOHUPOBAHHBIX JIEHCTBUH,
ocymiectBisieMbix ¢ [1/1H);

10 UCIIOJIB3YEMOM YSA3BUMOCTH;

10 00BEKTY BO3/ICHCTBHS.

[To Buaam BO3MOKHBIX HCTOUHUKOB Y bII/IH BBIIEIAOTCS CIIEAYIOIIME KIIACChl YIPO3:

YTpO3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMH WJIM HeNpeJHaMEpEeHHBIMU JEUCTBUSMHU JIUI,
uMerommx goctyn k MCII[H, Bkimtouas mnonw3zoBarened WCII[IH, peanusyrommx yrpo3sl
HenocpeacTBeHHO B CII/IH (BHyTpeHHU HapyIIUTENb);

yrpo3bl, CBA3aHHBIE C NPEAHAMEPEHHBIMU WJIM HENIPEIHAMEPEHHBIMU JEHCTBUAMMU JIMILI, HE
umeroux goctyna k WCIIJIH, peanu3yrommx yrpo3bl W3 BHEIIHHUX CETed CBS3U OOIIEero
NOJb30BaHUA M (WIKM) ceTe MEXIyHapoAHOTO HH(GOPMAIMOHHOIO OOMeHa (BHEUIHHMH
HapYIIUTENh).

Kpome Toro, yrpo3sl MOryT BO3HUKATh B PE3yJIbTaTE€ BHEAPEHUS aNIapaTHBIX 3aKIaJ0K U
BpenoHocHbIX mporpamm. [lo tuny MCII/IH, Ha KoTOpbhle HampaBieHa peanuszauus Y BII/H,
BBIJIETISIOTCS CIIEYIOIINE KIIACChl YTPO3:

yrpo3bl  Oe3zomacHoctu  I1/[H, oOpaGateiBaecmMbix B HCII/lH Ha 06a3e aBTOHOMHOTO
aBTOMAaTH3UPOBaHHOTO pabouero mecra (APM);

yrpo3bl 6e3omacHoctu [1/1H, o6padateiBaembix B UCIT/IH Ha 6aze APM, moakIIF0O4eHHOTO
K ceTH O0IIEro MOJIb30BaHUs (K CETH MEXITYHAPOJHOTO HH(POPMAITMOHHOTO OOMEHA);



yrpo3sl  OezomacHoctu I1/lH, oOpaGateiBaembix B HWCII[lH Ha ©0a3e JIOKaIbHBIX
MH(GOPMALIMOHHBIX CHCTEM 0e3 TMOAKIIOYEHHS K CeTH OO0IIero mojib30BaHus (K CeTH
MEXyHAPOAHOTO HH()OPMAITMOHHOTO OOMEHA);

yrpo3bl  OezomacHoctu  [IJ[n, oOpabGareiBaembix B HWCII[lH Ha 0a3e JOKaIbHBIX
UHPOPMALIMOHHBIX CHUCTEM C TMOAKIIOYEHHEM K CeTH OOINero mojb30BaHus (K CeTH
MEXIYHApOJAHOTO MH(POPMAIMOHHOTO OOMEHa); yrpo3nl OezomacHocTu [1JIH, oOpabaThiBacMbIX B
WCIIAn Ha Ga3e pacrpeneneHHbIX HHPOPMALMOHHBIX CUCTEM 0€3 MOJKIIOYEHUS K CeTH OOILIero
MOJIB30BaHUA (K CETH MEKIyHAPOAHOTO HH(GOPMAIIMOHHOTO 0OMEHA);

yrpo3sl Oe3omacHocTu [1J[H, oOpabateiBaembix B MCII/IH Ha 0a3e pacmpeneicHHBIX
MH(OOPMALIMOHHBIX CUCTEM C TMOAKIYEHHEM K CeTH OOIIero ImoJb30BaHUA (K CeTH
MEKyHAPOJIHOTO UH(OPMAIIMOHHOTO OOMEHA).

ITo cnoco6am peanuzaruu Y BIIJIH BRIACISIOTCS CASAYIOMNE KIIACCHl YTPO3:

yrpo3sl, cBsizaHHble ¢ HCJ/[ k II[lH (B ToM umcie yrpo3bl BHEAPEHUS BPEIOHOCHBIX
mporpamm);

yrpo3el yreuku [IJIH MO TEXHHWYECKUM KaHajlaM YTEYKHM HMH(POpPMAIUU; Yrpo3bl
crenuanbHBIX Bo3aericTBuil Ha MUCII/IH.

[Io BuAy HECAaHKLIMOHUPOBAHHBIX JEHUCTBHUM, ocyliecTBisieMblx ¢ II/IH, BbLAEIArOTCS
CJIeyIOIINE KIACChl yTPo3:

yIpo3bl, MPUBOJALIME K HapyuleHHIO0 KoHpuaeHnuanbHocTH I[IJIH (KONMMpoBaHUIO WM
HECAaHKIMOHUPOBAHHOMY PACIpPOCTPAHEHUIO), MpPH peau3alid KOTOPBIX HE OCYILECTBISETCS
HETOCPEACTBEHHOTO BO3ACUCTBUS Ha COJiepKaHne HH(popMarum;

yrpo3bl, TMPUBOAAIIME K HECAaHKUIMOHHUPOBAHHOMY, B TOM YHCJIE CIydyallHOMY,
BO3/ICHCTBHUIO Ha co/epKaHue WH(POpPMAINHU, B PE3yJIbTATe KOTOPOTO OCYIIECTBIISCTCS MU3MEHEHHUE
I1/IH 1M UX YHUYTOXKEHUE;

yIpo3bl, NPUBOJAIIME K HECAaHKIMOHUPOBAHHOMY, B TOM YHCJIE CIy4yallHOMY,
BO3/ICICTBUIO Ha MPOrpaMMHBIE WM IporpammHo-anmnaparasie aieMeHTel UCII/IH, B pe3ynbrare
KOTOPOro ocymiecTBisgercst 0mokupoanue [1/1H.

1o ucnonb3yeMoil yI3BUMOCTH BBIIEISIOTCS CIEAYIOIINE KIacChl YIpo3:

YTPO3Bbl, peaTu3yeMble C UCTIOIb30BaHUEM YSI3BUMOCTH cucteMHoro [10;

yIpO3bl, peaIu3yeMbIE€ C UCIIOJIB30BAHUEM YSI3BUMOCTH NpukiagHoro I10;

YTpO3bl, BO3HUKAIOIINE B PE3yNbTAaTe UCIOIb30BAHUS YA3BUMOCTH, BHI3BAHHOW HAJIMYUEM
B AC anmapaTHOW 3aKJIaJIK{; YIPO3bl, PEAIN3yEMBbIE C UCIIOIB30BAaHUEM YSI3BUMOCTEN MTPOTOKOJIOB
CETEBOr0 B3aMMO/ICHCTBUS M KaHAJIOB NIepejaun JaHHbIX;

yrpo3bl, BO3HUKAIOIIME B PE3yJNbTaTe MCIOJIb30BAaHUSA YA3BUMOCTH, BBI3BAHHOU
Henocrarkamu opranuzamnuu T3U ot HC/I;

yIpo3bl, pealu3yeMble C HCIOJIb30BAHUEM YA3BUMOCTEH, OOYCIOBIMBAIONIMX HAIWYHE
TEXHUUYECKUX KaHAJIOB yTeUKU MHPOpMaIUY;

yIpo3bl, pealn3yeMbIE C UCIIOJIb30BaHUEM ysi3BUMocTe C3U.

[To 0OBeKTY BO3/IEHCTBHS BBIICISIOTCS CIEAYIONTNE KIIACCHI YIPO3:

yrpo3ssl 6e3omacHoctu [1/1H, oOpabaTriBaeMbix Ha APM;

yrpo3bl 6e3omacHoctr [1/[H, oOpabaThiBaeMbIX B BBIICICHHBIX CPEACTBAX 00pabOTKH
(mpuHTEpax, IUIOTTEpax, TIpadoIOCTPOUTENAX, BBIHECEHHBIX MOHHUTOPAX, BHJICOMPOEKTOPAX,
CpEICTBaX 3ByKOBOCIPOU3BEACHHUS U T.11.);

yrpo3sl 6e3onacHocTH [1/1H, nepeaaBaeMbIX 1O CETSAM CBSI3H;

YTpO3bl MPUKIAIHBIM IPOrPaMMaM, C IIOMOIIBIO KOTOPbIX oOpabarteiBatoTcs [1]1H;

yrpo3sl cucteMHomy I10, oGecnieunBaromemy ¢pynkiuonuponanue MCITIH.

Peanuzanus ognoit u3 YBIIJIH mepeyncneHHbIX KJIAaCCOB MM MX COBOKYIHOCTH MOYKET
NPUBECTH K CJIEIYIOIIUM TUIIAM TTOCIeACTBUH 11t cyOBhekToB I1/1H:

3HAYUTEJbHBIM HETaTUBHBIM MOCIEACTBUAM 1715 cyObekToB [1/1H;

HETaTUBHBIM MOCJIEACTBUSAM 171 cyOBbekToB [1/1H;

HE3HAYUTENIbHBIM HETaTUBHBIM MOCIEACTBUSIM JUIs cyobekToB [1/1H.



VYrpo3el yreukn IIJIH 1m0 TEXHUYECKMM KaHajaM OJHO3HAYHO  OIMCBHIBAKOTCS
XapaKTepUCTUKAMU HCTOYHUKA HHPOpMAIMK, cpeAbl (IyTH) paclpoOCTpaHEHUss U NpPUEMHHUKA
UH(POPMATUBHOTO CHUTHANA, TO €CTh OIPEIENIAIOTCS XapaKTePHUCTUKAMH TEXHUYECKOro KaHala
yreuku [1/1H.

VYrpo3sl, cBsi3aHHbIE ¢ HecaHKIIMOHUpoBaHHBIM aocTynoM (HC/) (nanee — yrposst HC/I B
UCTI/n), npeacTaBisitoTcsl B BUAE COBOKYITHOCTH 0OOOIIEHHBIX KJIACCOB BO3ZMOXKHBIX MCTOYHUKOB
yrpo3 HCJI, ys3Bumocrteidi mporpammuoro u amnmapatHoro otecneuenust WCIIH, crmoco6oB
peanu3anuu yrpo3, 00beKTOB BO3IEHCTBUS (HOCUTENEH 3amuiaeMoi HHPOpMaliu, JUPEKTOPUEB,
KaTtayoros, (¢aitnos ¢ [1[{n nimm camux I1/IH) 1 BO3MOXXHBIX 1€CTPYKTHBHBIX ACHCTBUIA.

Takoe mpezncraBieHne OMHCHIBACTCS CIENYIOIIEH (OpMaNIM30BaHHON 3alUChIO: yrpo3a
HC/l: = <ucTo4HMK Yrpo3bl>, <yA3BHMOCTH NPOTPAMMHOIO HWJIHM amllapaTHOro oOecreueHHs >,
<crocob peanusaluu yrpo3bl>, <0ObEKT BO3ACHCTBUS>, <HECAHKIIMOHUPOBAHHBIN JOCTYII>.

1. YI'PO3bl YTEYKN HHOOPMALNU 11O TEXHUYECKHUM KAHAJIAM

OCHOBHBIMH 3JIEMEHTAMU ONMCAHUS YIPO3 YTEYKHM HHPOPMALUU IO TEXHUYECKUM
kananam (TKYW) sBrsitoTCcs: HCTOYHHK yrpo3bl, cpena (IyTh) pacupoCcTpaHeHUs: HHOOPMATHBHOTO
CUTHaJIa ¥ HOCUTEJNb 3alUIaeMOi HH(pOopMaIum.

HcrounnkamMu yrpo3 yTeuykd HMHPOPMALMU IO TEXHUYECKHMM KaHalIaM SBISIOTCS
¢usnueckue nuna, He umeroure aocryna k MCIIJIH, a Takke 3apyOekHbIe CIELCITYKObI MU
OopraHM3anuu (B TOM UHCJIE€ KOHKYPUPYIOUIME WM TEPPOPUCTUYECKUE), KpPHUMHHAIbHbIE
IPYNIHMPOBKH, OCYLIECTBISIOIINE MepexBaT (CbeM) HH(OPMAIMK C UCIIOIb30BAaHUEM TEXHMUYECKHX
CpeAcTB e€ perucTpanuu, npuéma uim GoTorpadupoBaHHUs.

Cpena pacipocTpaHeHus] THPOPMATUBHOTO CUTHAJIA — 3TO (pU3UYECKas Cpefia, 0 KOTOpon
MH(OPMATUBHBIM CHUTHAJl MOXET paclHpOCTPaHITbCS U MPUHUMATHCA (PErMCTPUPOBATHCS)
npueMHUKOM. Cpela pacnpoCTpaHEHUS MOXeT OBITh Kak OJHOPOJHOW (HampuMmep, TOJIBKO
BO3JyIIHOW), TaK M HEOJHOPOJHOM 3a CUET Iepexoja CHUrHajla U3 OJHOM Cpelsl B APYryro
(HampuMep, B pe3yJibTaTe aKyCTOIEKTPUUECKUX MM BUOPOAKYyCTHUECKUX MTPeoOpa3oBaHuil).

Hocutenem I1Qn sBnsercs monb3oBatens WCIIH, oCyIecTBASIONUNA TOJIOCOBOIM BBO/I
I1/1a B UCII/H, akyctuueckas cuctema UCIIIH, BocnpousBoasmas I1/1H, a Takke TeXHUYECKHUE
cpenctea UCII/In u BTCC, co3paromue ¢pusndeckue mnoss, B KOTOpbIX HHPOpMAIIUs HaXOAUT CBOE
OTpak€HHE B BHJE CHUMBOJIOB, 00pa3oB, CHUTHAJOB, TEXHUYECKUX pEIIEHUH U IpPOIECCOB,
KOJIMUECTBEHHBIX XapaKTepUCTUK ¢u3nyeckux BennuuH. [Ipu obpadotke [1/1n B UCII/IH 3a cuer
peanu3aly TEXHUYECKHX KaHAJIOB YT€UKH MH(POPMALUMU BO3MOXKHO BO3HUKHOBEHHE CIEIYIOLINX
VYBI1/H:

yrpo3 yTeUKH aKyCTH4YecKoi (pedeBoil) HHpopmanuy;

yIpo3 yTe€UKH BUAOBON MH(POpMAIUY;

yrpo3 yTeuykd HMH(POpMAIMM MO KaHAlaM MOOOYHBIX AJIEKTPOMATHUTHBIX H3JIy4YeHHH WU
HaBonok (IIDMUH).

IV. YT'PO3bl HECAHKIIMOHUPOBAHHOI'O JOCTYIIA K UH®OPMAIIUN
B UH®OPMAIIMOHHOI CUCTEME NNEPCOHAJIbHBIX JJAHHBIX

VYrpo3sr HC/] B UCII/IH ¢ npuMeHEHHEM MPOrpaMMHBIX M IPOTrpaMMHO-ANNapaTHBIX
CPEICTB PEATU3YIOTCSA MPHU OCYLIECTBICHUH HECAHKIIMOHMPOBAHHOIO, B TOM 4YHCJIE CIY4ailHOTO,
JocTyna, B pe3yiabTaTe KOTOPOrO  OCYLIECTBISETCS HapylmleHHe KOH(PHUACHINAIbHOCTU
(KomupoBaHHE, HECAHKIIMOHHUPOBAHHOE  PACHpPOCTPAHEHHUE), LEJIOCTHOCTH  (YHHUTOXKEHHE,
W3MeHeHue) U 1ocTynmHocTy (6okupoBanue) [1/1H, u BKITtoyaroT B ce0s:

yrpo3sl JocTyna (IIPOHUKHOBEHHS) B  OIEPAllMOHHYIO CpeAy KOMIIBIOTEpa C
UCIOJIb30BAaHUEM HITATHOTO MPOrpaMMHOI0 obecredeHus: (CpeAcTB ONEPallMOHHOM CHCTEMBbl MIU
NPUKJIAJHBIX IPOTPaMM OOIIETro MPUMEHEHHUS);



yrpo3bl CO3JAHMSI HEIITATHBIX PEXKUMOB pabOThl MPOTPAMMHBIX  (IIPOrPaMMHO-
anmapaTHbIX) CPEJICTB 3a CUET MPeIHAMEPEHHBIX U3MEHEHUN CIYKEOHBIX JaHHBIX, UTHOPUPOBAHUS
NPEIyCMOTPEHHBIX B INTAaTHBIX YCIOBUSAX OrPAaHUYCHWA Ha COCTaB W XapaKTePUCTHKHU
obpabaTeiBacMOi HHGOPMAIIMH, HCKaXEHUS (MOAU(PUKAIIMNA) CAMUX JaHHBIX U T.I1.;

yrpo3bl  BHEAPEHUS  BPEAOHOCHBIX  MmporpamMM  (IIPOrpaMMHO-MATeMaTUYECKOTO
BO3JICUCTBUS).

Cocras anementoB onucanus yrpo3 HCJl k unpopmanun B UCIIIH npuBeaéH Ha pucyHKe
3 (ctp.31): Dnementsl onucanus yrpo3 HCJ x undopmarnuu B UCIIH.

Kpome 3T0or0, BO3MOKHBI KOMOMHUPOBAHHBIE YTPO3BI, MPEACTABIIAIONINE cO00H coueTanue
yKa3zaHHbIX yrpo3. Hampumep, 3a cueT BHeApeHUs BPEAOHOCHBIX MPOrpaMM MOTYT CO3/1aBaThCs
yenoBust st HCJ[ B omepanmoHHYIO cpelay KOMITbIOTEpa, B TOM YHUCIIEe TyTeM (opMHpOBaHUS
HETPaTUIIMOHHBIX HH(OPMAIIMOHHBIX KAHAJIOB JIOCTYIIA.

VYrpo3sl noctyna (MpoHUKHOBEHHS) B oneparnuonnyto cpeny UCIIH ¢ ucnons3oBaHmuem
HITATHOTO MPOTPAMMHOIO OOECIEeUeHUs] pa3JeNsIoTCs Ha Yrpo3bl HEMOCPEICTBEHHOIO U
yaJEHHOr0 JOCTyNHa. YTIpo3bl HEMOCPEICTBEHHOIO JIOCTYIA OCYILECTBISIOTCSA C MCIOJb30BaHUEM
IPOrpaMMHBIX M TPOTPaMMHO-ANNapaTHBIX CPEACTB BBOJAA/BBIBOJA KOMIIBIOTEpA. YTPO3bI
yaJIE€HHOTO JOCTYIa PEaIu3yl0TCs C UCIOIb30BaHUEM POTOKOJIOB CETEBOI0 B3aUMO/ICHCTBUS.

Otu yrpo3el peanusyiorcs otHocutensHo WMCIIJIH kak Ha 0aze aBTOMATU3HMPOBAHHOTO
pabouero mecra, He BKIIOYCHHOTO B CETH CBSI3M OOIIETO IOJIb30BaHUS, TaK U MPUMEHHUTEIBHO KO
BceM WCII/IH, uMeOmUM MOAKIIOYEHHE K CETSIM CBSI3W OOIIEero TMOJb30BaHUS M CETAM
MEXyHAPOIHOTO HH()OPMAIIMOHHOTO OOMEHa.

Onucanne yrpo3 aoctyna (MPOHUKHOBEHHs) B OIEPAMOHHYIO Cpeoy KOMIBbIOTEpa
dbopMaIbHO MOXKET OBITh MpENCTaBlIeHO cheayrommuMm obpasom: yrpoza HCJ B UCIu: =
<UCTOYHUK yrpo3er>, <ys3Bumocth WCII[H>, <cmoco® peanu3anuu yrpossr>,  <OOBEKT
BO3JICUCTBUS (MpOrpaMma, MPOTOKOJI, JaHHBIC U JpP.)>, <TECTPYKTHBHOE ICUCTBUE>.

Yrpo3sl Cco37aHMSI  HEMITATHBIX PEKUMOB pabOTBI MPOrPaMMHBIX  (TPOTPAMMHO-
anmapaTHbIX) CPEeICTB — 3TO yrpo3bl «OTkaza B oOcoykuBaHuUW». Kak mpaBuiio, JaHHbBIE YTPO3bI
paccmarpuBaroTcsi npumenutenbHo kK MWCII[IlH wa 0a3e JOKadbHBIX U PacCIpeiesICHHBIX
WH(OPMAIIMOHHBIX CHCTEM BHE 3aBUCHMOCTU OT MOJKIIOUeHHUs HH(popmannoHHoro odmena. Mx
peanuzanus o0yclIoBI€Ha T€M, YTO MPHU pa3pabOTKe CUCTEMHOI'O WJIM MPHUKIAIHOTO IPOrPaMMHOTO
o0OecrevyeHns He YUUTHIBAETCS BOZMOXKHOCTh MpPeJHAMEPEHHBIX NEHCTBUH 1O 1eTeHANpaBICHHOMY
W3MEHEHUIO:

CoJiep>KaHusl CIykeOHOM MH(pOpMAIMK B MaKeTax COOOIIEHUH, Mepe1aBaeMbIX MO CETH;
YCIIOBUH 00pa0OTKHM JaHHBIX (HAPUMEpP, WTHOPUPOBAHWE OTPAaHWYEHUH Ha JUIMHY I1aKeTa
COOOIIEHUS);

(dhopmMaToB TPEACTABICHHUS JaHHBIX (C HECOOTBETCTBHEM W3MEHEHHBIX (OPMATOB,
YCTaHOBJICHHBIX JIJIs1 00paOOTKH M0 MPOTOKOJIAM CETEBOTO B3aUMOICHCTBUS);

MIPOrpaMMHOT0 obecrieueHus: 00pabOTKHU TaHHBIX.

B pesynbrate peanuzanuu yrpo3 «OTkaza B 00CTy>KHUBaHUNY MPOUCXOUT MEPEMOTHEHUE
OydepoB u ONOKHUpOBaHHWE MPOIEAYP OOpPaOOTKH, «3AIMKIWBAHHWE» TMPOILENyp OOpabOTKU U
«3aBUCaHMUE» KOMIIbIOTEpa, OTOpachlBaHHWE MAKeTOB cooOmeHud u np. OnucaHue TakuX yrpos
(hopMaTbHO MOKET OBITh MPEICTABIICHO CIICTYIONTAM 00pa3oM:

yrpo3a «OtTka3a B OOCTY)KHUBaHUU»: = <UCTOYHUK Yrpo3br>, <ys3BuMocTh WCIIJIH>,
<Cmoco0 peanu3aluu yrpo3br>, <o0BEKT Bo3neicTBus (Hocutenb [1/[H)>, <HemocpencTBEHHBIN
pe3ynbpTaT peaym3anuy yrposbl (mepenoyiHeHne Oydepa, OJ0KMpoBaHUE MPOIEAYpPhl 00pabOTKH,
«GaIKINBaHUE 00paOOTKH» U T.II1.)>.

Yrpo3sl BHEOPEHUsS BPEIOHOCHBIX mporpamMm  (IPOrpaMMHO-  MaTEMaTHYECKOTO
BO3/ICICTBUS) HELIEIECO00pa3HO OMUCHIBATH C TOW K€ JETalbHOCTHIO, YTO U BBIIIEYKa3aHHbIE
yrpo3bl. ITO OOYCIOBIEHO TEM, YTO, BO-TIEPBBIX, KOJIHMYECTBO BPEJOHOCHBIX MPOTPAMM CETOJHS
y’K€ 3HAUUTEIbHO MPEBBIIIAET CTO ThICAY. BO-BTOPHIX, MpH OpraHu3alvy 3aliuThl HHHOpPMaLUK Ha
MPAaKTUKE, KaK MPaBUJIO, JOCTATOYHO UMb 3HATH KIACC BPEIOHOCHOW MPOTpamMMmbl, CIIOCOOBI U
MOCJICNICTBHSL OT €€ BHenpeHus (MH(umupoBanus). B CBsA3M ¢ 3TUM yrpo3bl IPOrpamMMHO-



maremaTnueckoro BozaeiictBus (IIMB) ¢dopmanbHO MOryT OBITH NPEACTABICHBI CIETYIOIIUM
o0OpazoM:

yrpo3a [IMB B MCIIJIH: = <kjacc BpEJOHOCHOW HpOrpaMMbl (C YKa3aHHEM CpPEJbl
obuTaHusa)>,  <UCTOYHHUK  Yrpo3bl  (HOCHUTENIh  BPEIOHOCHOW  MpPOTrpaMMbl)>,  <CIOCOO
WHQHUIMPOBAHUS>, <OOBEKT BO3JEHCTBHS (3arpy304HbId (ailin, CeKTop u Jp.)>, <OINHCaHHE
BO3MOXHBIX  JECTPYKTUBHBIX  JIeHCTBHI>, <JOMOJHUTENbHAs wuHGopMamus 00  yrpose
(PEe3UACHTHOCTD, CKOPOCTh PACIPOCTPAHEHUS, ITOJIUMOPPUIHOCTD U JIp.)>.

Huxe nmaéres obmias xapakTepuCTHKa HWCTOYHUKOB Yrpo3 Oe3omacHOCTH WH(pOpMaluwy,
YS3BUMOCTEH, KOTOpbIE MOTYT OBITh HCIONB30BaHbl mpu peanusanuu  yrpo3 HC/, wu
XapaKTepUCTHKA Pe3yIbTaTOB HECAHKIIMOHUPOBAHHOTO WJIU CIIy4allHOTO JOCTYIa. XapaKTepuCTHKa
CroCO0OB peaiu3alMd Yrpo3 JaeTcsi NpU ONUCAaHUU YIrpo3 JocTyna (IMPOHUKHOBEHHUS) B
OTIEpPAIIMOHHYIO CPely KOMIIbIOTEpa, YIpo3 OTKas3a B o0ciyxuBanuu u yrpo3 [IMB.

4.1. OBIIAS XAPAKTEPUCTUKA HCTOYHHUKOB YI'PO3 HECAHKIIMOHUPOBAHHOI'O JOCTVYIIA
B TH®OPMAIIMOHHOI CUCTEME NNEPCOHAJIbHBIX JIAHHBIX

Hctounukamu yrpo3s HCJI B UCIT/IH MOryT OBITh:

HapyLIUTENb;

HOCHUTEIb BPEIOHOCHOU ITPOrPaMMBI;

anmapaTHas 3aKJIaJiKa.

VYrpo3sl Oe3omacHocty IIJIH, cBs3aHHBIE C BHEAPEHMEM aNIapaTHBIX 3aKJIaJoOK,
ONpEAENAOTCS B COOTBETCTBUM C HOPMATHUBHBIM JOKyMeHTamMu @DenepaibHON  CIIykKObl
6e3omacHocTy PP B yCTaHOBIIEHHOM €10 MOPSIKE.

[To Hanmuuio mpaBa MOCTOSTHHOTO WJIM Pa30BOTO JOCTYIa B KOHTpoJupyemyto 30HY (K3)
NCII/Ix HapymnTeny noapa3aessroTCs Ha JBa TUIIA:

Hapymureny, He umeromue nocryna k MCII/IH, peanusyroiue yrpo3sl U3 BHEIIHUX CETEH
CBSI3W OOILEro MOJIb30BaHUS W (WIM) ceTell MeXIyHapoAHOro HH(OPMAIMIOHHOIO OOMEHa, —
BHEIIHNE HApYIIUTENH;

Hapymrend, wuMeromme pocryn k MCII[IH, Brmouas mnoas3zoBareneid MWCII/H,
peanusytomue yrpo3sl HenocpeacTBeHHo B UCITJH, — BHyTpeHHUE HAPYIITUTENH.

BHemHuMu HapymuTensiMyu MOTYT OBITh:

pa3BeabIBaTEIbHBIE CITYXKObI TOCYApCTB;

KPUMUHAJIbHBIE CTPYKTYPBI;

KOHKYPEHTHI (KOHKYPHUPYIOIINE OpraHu3alun);

HEe100pOCOBECTHBIE TAPTHEPHI;

BHEIIHNE CYOBEKTHI ((PU3nUecKue IuIa).

BHemHuil HapyImuTeNb UMEET CIAEAYIOIUE BO3MOKHOCTH:

OCYILIECTBIISATh HECAHKIIMOHUPOBAHHBIN JOCTYI K KaHaJlaM CBSI3H, BBIXOJSIINM 3a MPEAEIb
CITy’K€OHBIX TOMEIICHUH;

OCYILIECTBIISITh HECAHKIIMOHUPOBAHHBIN JIOCTYI uepe3 aBTOMAaTHU3UpPOBaHHbIE pabouue
MecTa, MOJKIIOYEHHBIE K CETSAM CBS3M OOIIEro IMOJIb30BaHUS W (WJIM) CeTSIM MEXIYyHApOJHOTO
MH(}OPMallMOHHOTO 0OMEHa;

OCYILIECTBIATh HECAHKIIMOHUPOBAHHBIM JOCTYyNl K HWH(POPMAllUU C HCHOJIb30BAHUEM
CHEIHAJIbHBIX MPOTrPaMMHBIX BO3JEHCTBUI MOCPEACTBOM IMPOTPAMMHBIX BHUPYCOB, BPEIOHOCHBIX
IIPOrpaMM, aIFTOPUTMHUYECKHUX WM IPOIPaMMHBIX 3aKJIAJI0K;

OCYILIECTBIISITh HECAHKIIMOHUPOBAHHBIM JOCTYNl Yepe3 3JEMEHThl HH()OpPMaIOHHOM
undpactpykrypsl MUCII/IH, KOTOpBIE B MpOLECCE CBOETrO >KU3HEHHOTO MHKIA (MOACPHHU3AIMH,
COIIPOBOXKJCHUS, PEMOHTA, YTWJIM3ALMU) OKAa3bIBAIOTCS 3a IpeAeIaMH KOHTPOJIUPYEMOH 30HBI;
OCYIIECTBIISAITh ~ HECAaHKLIMOHMPOBAaHHBIA  JOCTym  4epe3  HWH(POPMAIMOHHBIE  CHUCTEMBI
B3aMMO/JICUCTBYIOIINX BEAOMCTB, OPTaHU3AIMI U yupexkaeHuil npu ux noakatouennu k UCITIH.

B03MOXXHOCTH BHYTPEHHETO HApYIIUTENS CYIIECTBEHHBIM 00pa3oM 3aBUCAT OT
JEUCTBYIOIUX B MPEAesIax KOHTPOJIUPYEMOU 30HBI PEXHMMHBIX M OPraHM3allMOHHO-TEXHUYECKUX
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Mep 3aLIUTHI, B TOM YKCJE M0 AOMYCKY Gu3udeckux Juil K [I/IH 1 KOHTPOITIO MopsiaKa MpOBeIeHHS
pabor.

BHyTpeHHue noTeHIMalbHbIE HApYLIMTENIW IOJPA3/EIsA0TCS Ha BOCEMb KaTeropuil B
3aBHCUMOCTH OT crioco0a J0CTyma U moJHOMO4Hi qoctyna k [1J1H.

K nepBoii kaTeropuu oOTHOCATCA JIMLA, UMEIOIIHME CAaHKIIMOHUpoBaHHbIN noctyn K UCIT/IH,
HO He mMmeromue gocryna K I1/[n. K stoMy Tunmy HapymmTenel OTHOCATCS JOKHOCTHBIE JIMLIA,
obecneunBaromue HopMaiabHoe pyHKimornpoBanue MCII/IH. JIumo 3Toi kaTeropun, MOKeT:

UMETh JocTyl K (pparmentam uHdopmanuu, coaepxaieit [1/In u pacnpoctpanstomieiics
no BHyTpeHHHM KaHanam cBsi3u VICII/ln; pacnonarats ¢parMmeHTamMu MHGOOPMAIMHA O TOIOJIOTUH
NCII[lH (KOMMYHUKAIIMOHHOW 4YacTH TOJICETH) W 00 HCIOIb3YEeMbIX KOMMYHHKAIIMOHHBIX
IIPOTOKOJIAX U UX CEPBUCAX;

pacnoysiaraTb ~MMEHaMUd U BECTHM  BBIABICEHME  TApoJedl  3aperucTPUpPOBAHHBIX
IIOJIb30BaTEIICH;

U3MEHATh KoHpurypauuwo texnudeckux cpeacts MCIIJIH, BHOCUTH B Hee MPOrpaMMHO-
anmaparHble 3aKJIaJKd M o0ecrneuuBaTh CbeM MHQOpPMAIMM, HCHOIb3Ysl HENOCPEACTBEHHOE
MOJKJIF0YeHUE K TexHudeckum cpeactsam UCIT/H.

Ko Bropoii kareropum OTHOCATCA 3aperucrpupoBaHHble mnoib3oBarenu HWCII/H,
OCYIIECTBIISIFOIIME OTpaHUYeHHbIN goctyn K pecypcam WCII[IH ¢ paGouero mecra. Jlumo stoit
KaTeropuu:

o0aaeT BceMU BO3ZMOXKHOCTSIMU JIMII IEPBOI KaTEropuu; 3HAET, 10 MEHBIIIEH Mepe, OJTHO
JerajIbHOE UMs JOCTYIa;

o0anaeT BceMu HEOOXOIUMBIMU aTpuOyTaMu (HarpuMmep, mapoiieM), 00ecrneurBarOIIMMH
JIOCTYII K HEKOTOpOMY noaMHOxecTBY I1/1H;

pacrnojaraeT KoH(MUIEHIIMAIbHBIME JaHHBIMU, K KOTOpbIM HUMeeT aoctyi. Ero mocrym,
ayTeHTU(UKaIMsT W TpaBa IO JOCTyHy K HEKOTOpoMy NoJIMHOXecTBY IIJIH JOMmKHBI
pErIaMeHTUPOBATHCSI COOTBETCTBYIOLIMMHU NPAaBUJIAMH pa3rpaHUYECHMsI TOCTYIIA.

K Tperbeii karteropum oOTHOCATCA 3apeructpupoBaHHble moisb3oBarenu MWCII/H,
OCyILIECTBIsfOLIME yhaneHHbId noctyn K II/IH mo nokanbHbIM M (MJIM) pacmpeeeHHbIM
MH(}OPMaLlMOHHBIM crcTeMaM. JInIo 3Toi KaTeropuu:

o0J1ajjaeT BCeMH BO3MOKHOCTSIMH JIUII [IEPBOM M BTOPOW KaTeropuii;

pacniosiaraet uH@opMmanueir o Tomonorun HWCII[In nHa ©6a3e mokanbHOM U (WJIH)
pacripesielieHHOW HH(POPMALMOHHOM CUCTEMBI, 4Yepe3 KOTOPYIK OCYLIECTBISETCS JOCTYI, M O
cocraBe TexHnueckux cpeacts UCII/H;

UMEET BO3MOXKHOCTh MpPSIMOro ((pU3UYECKOro) aocTyma K (parMeHTaM TEXHHUYECKHX
cpencts UCIIdH.

K wuerBeproil kaTeropum OTHOCATCS 3apeructpupoBaHHble mnoib3zoBaTenu WCIIIH ¢
MOJITHOMOYMSIMU  aJIMUHHCTpaTopa Oe3omacHoctu cermeHta (¢pparmenta) MCIIIn. Jlumo stoi
KaTeropuu:

o0yaiaeT BCEMH BO3MOXKHOCTSMH JIMIL MPEABLAYIINX KaTEerOpHii;

obmajmaer monHOW MH(MOpMAIMe O CHUCTEMHOM M TPUKIAJHOM IPOrPAMMHOM
oOecrnieueHnH, Ucnoab3yeMoM B cermente (pparmente) UCTI/IH;

obyajjaeT MoONHOM MHGpOpMaLKel 0 TEeXHUYECKUX CPEJCTBaX M KOH(UIypaluu CerMeHTa
(dparmenta) UCTIIH;

UMeeT JOCTYN K CpeACTBaM 3allMThl MH(OPMAIMM M TNPOTOKOJIMPOBAHUS, a TAKXKE K
OTJIEIbHBIM 3JIEMEHTaM, UCIOJIb3yeMbIM B cermenTe (¢pparmente) UCII/IH;

UMeeT JOCTYI KO BCeM TEXHMUYECKHM cpeacTBaM cermenTa (pparmenta) UCIdH;

oOnanaer mpaBaMH KOHGUTYPUPOBAHHS U aIMUHUCTPATUBHOM HACTPOWKH HEKOTOPOTO
MOIMHOXECTBA TEXHHUUECKUX cpeacTB cermenTa (pparmenta) UCIT/IH.

K nsaToil xareropmm OTHOCATCS 3aperMCTPUPOBAHHBIE IOJIB30BATENM C MOJHOMOUYHSIMHU
cucremHoro aamuaucrparopa MCII/IH. JIuno 31oit kaTeropuu:

o0yaiaeT BCEMH BO3MOXKHOCTSMH JIMII MPEABLAYIINX KaTEerOpHii;
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obmajmaer monHOW MH(MOpMAIMe O CHUCTEMHOM M TPUKIAJHOM IPOrPAMMHOM
ooecneuennn UCITH;

o0azaet noaHON nHpopMaIHel 0 TEXHUYECKHUX cpencTBax U konpurypanuu MCI1/IH;

UMeeT JOCTYI KO BCEM TEXHHYECKMM CpeACTBaM OO0pabOTKHM MH(GOpPMAUU U JaHHBIM
NCTIH;

obyajjaeT mpaBaMu KOH(GUIYPUPOBaHUS U aIMHUHMCTPATUBHONW HACTPOWKHM TEXHHYECKHX
cpeacts UCIT/IH.

CucteMHbIf  aAMHUHUCTPATOp  BBINOJHAET  KOHQUI'YpUPOBAaHHME U YIpPaBICHHE
nporpamMmubiM obecnieueHueM (I10) u oGopynoBanuem, BKiItouas 000pyAOBaHUE, OTBEUAIOIIEe 3a
0€30I1aCHOCTh 3aIIMIIAEMOro OOBEKTa: CpEeICTBAa KPUNTOrpapuuecKod 3amuTshl HH(GOpMAalUH,
MOHMTOPHHIA, pETUCTPaLMM, apXuBaluu, 3amuTel o HCJI.

K mecToil kateropum OTHOCATCSA 3apETHCTPUPOBAHHBIC I0JB30BATENIH C IOJHOMOYMIMU
apmuHuctparopa 6e3onacaoctu UCII/IH. JIumo 3Toit kareropuu:

o0J1azjaeT BCeMH BO3MOKHOCTSIMU JIUIL ITPEIBITYIIINX KaTerOpHii;

obanaet noiaHou nHpopMmarueit 06 MCIIH;

UMeeT JIOCTYNl K CpeACTBaM 3allUThl MHGOPMALKMU U HPOTOKOJUPOBAHMS M K YACTH
kitoueBbIx yieMeHToB UCIIIx;

HE HuMeeT IMpaB JOCTyHa K KOH(UI'YPUPOBAaHUIO TEXHHYECKUX CpPEACTB CETH 3a
UCKJIIOYEHUEM KOHTPOJIbHBIX (MHCIEKLIMOHHBIX ).

AnMuHuCTpaTOp 0€30MaCHOCTH OTBEYAeT 3a COOMIOJEHUE MpPaBUJI pa3TpaHUUYECHUs
JI0CTYyTa, 32 FE€HEpPALMIO0 KIIIOUEBBIX AJIEMEHTOB, CMEHY Mapojeil. AJMUHHUCTpaTop Oe30MacHOCTU
OCYILECTBIISICT ayAUT TEX K€ CPEJICTB 3AIUUTHI 00BEKTA, YTO U CUCTEMHBIN aIMUHHUCTPATOP.

K cenpmoii kareropum OTHOCATCS HPOrPaMMUCTBI-Pa3pabOTUMKHU  (IOCTaBLIMKH)
HPUKJIAJHOTO MPOrpaMMHOr0 obOecreueHuss U JiMla, 0OeCHeunBarolIMe €ro CONPOBOXKIECHHE Ha
3amuiaeMom oobekTe. JIumo 3Toi kareropuu:

obmnagaer uHpopMmalmed 06 anropuTMax M mporpamMmax oOpaboTKM HHpoOpMaluK Ha
NCTIH;

o0yajaeT BO3MOXKHOCTSIMH BHECEHMs OIIMOOK, HEJEKIAPUPOBAHHBIX BO3MOXKHOCTEH,
IIPOrpaMMHBIX 3aKJAJ0K, BPEJIOHOCHBIX IporpamMMm B mnporpammHoe obecnedeHue MCII[AH Ha
CTaJuM ee pa3pabOoTKu, BHEIPEHUS U CONPOBOXKACHUS; MOXKET pacroiarath JJI0ObIMU (hparMeHTaMu
uHpopmanuun o tonosnorun MCIIJIH u TexHuueckux cpenctBax o0paboTku u 3ammrthl [1/]H,
obpabareiBaembix B UCII/H.

K BocbmoOli KaTeropuu OTHOCSTCS pa3paOOTUMKM U JHIa, 00ECHEeYMBAOIINE MOCTaBKY,
COINPOBOXKACHHUE U PEMOHT TexHHu4eckux cpeacts Ha MCII/IH. JIuno 3Toi kaTteropun:

o0yazjaeT BO3MOKHOCTSIMM BHECEHHS 3akiagok B TexHuueckue cpeactBa MCII[In nHa
CTaJIuH UX pa3pabOTKU, BHEIPEHUS U COMPOBOXKICHUS;

MOXKET pacnojiarath JoObiMu (parmMenTamu uHpopmauuu o Ttonojoruu WCIIH u
TEXHUYECKUX cpeJICTBaxX 00paboTku u 3amuThl nHpopmanu B UCIIT/H.

VYka3aHHbIE KaTerOpUN HapyIIUTENEeH JOJKHBI YUUTHIBATHCS MPHU OLIEHKE BO3MOXKHOCTEH
peamuzanuu YBIIIH. Hocutenem BpeaoHOCHOW MporpaMmbl MOXET OBITh ammapaTHbIA 3JIEMEHT
KOMIIBIOTEPA WM MPOTPaMMHBIN KOHTEHEp. Eciam BpeoHOCHas mporpaMMa He acCOUMMPYETCs C
KaKoH-T00 NMPHUKIaHON MPOrpaMMoOi, TO B KaUeCTBE €€ HOCUTENsI pacCMaTPUBAIOTCS:

OTUYXKIaeMbIH HOCHUTENb, TO €CTh JuckeTa, ontudeckuii auck (CD-R, CD-RW), duam-
NaMsATh, OTYYK1a€MbIl BUHUECTED U T.IL.;

BCTPOEHHBbIE HOCUTENU HH(pOpMaluu (BUHYECTEPHI, MUKPOCXEMbI ONEpPaTUBHOW MaMSTH,
IIPOLIECCOP, MHUKPOCXEMBl CHCTEMHOM IUIaThl, MHKPOCXEMBI YCTPOMCTB, BCTPaWBAaEMBbIX B
CHUCTEMHBIN OJIOK, — BHJE0aJanTepa, CETeBOW TIUIATHI, 3BYKOBOHM IIJIaThl, MOJ€Ma, YCTPOWCTB
BB0/1a/BbIBOJIa MarHUTHBIX JKECTKUX M ONTHYECKUX JUCKOB, OJIOKA MHUTAHUS U T.II., MUKPOCXEMBI
HPSAMOTrO JOCTYIA K MaMATH, IIUH [IepeJjauu JaHHbIX, IOPTOB BBOJIA/BBIBO/IA);

MHUKPOCXEMBbI BHEIIHUX YCTPOMCTB (MOHUTOpA, KJIaBHATYpHI, IPUHTEpa, MOJIeMa, CKaHepa
U T.IL.).
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Ecnu BpenoHOCHas mporpaMMa acCOILMUPYETCs ¢ KaKOoW-T100 MPHUKIIAAHON MPOrpaMMoHn, ¢
daiinaMy, MMEIONIMMH ONpEIC/ICHHbIE PACIIUPEHUS WIM HWHBIE aTpUOyThl, C COOOLICHUSIMHU,
nepeaBaeMbIMU IO CETH, TO €€ HOCUTEIISIMU SBIISIOTCS: TAKEeThI IIepeIaBaeMbIX 110 KOMITbIOTEPHON
ceTH cooO0mIeHu; (haiisbl (TeKCTOBBIC, TpadUUecKue, UCTIOMHIECMbIC U T.1I1.).

4.2. OBIIASI XAPAKTEPUCTHKA YSA3BUMOCTEN TH®OPMAIIMOHHOM
CUCTEMBbI IEPCOHAJIBHBIX JTAHHBIX

Vs13BUMOCTh MH(POPMALIMOHHOM CHUCTEMBI IEPCOHAIBHBIX JAaHHBIX — HEIOCTATOK WIIH
ciaboe MeCTO B CHCTEMHOM MM MPUKIAAHOM HPOrpaMMHOM (IIPOrpaMMHO-aNapaTHOM)
o0ecrieyeHU aBTOMATH3HUPOBAHHOM WH(POPMALIMOHHON CHUCTEMBI, KOTOpBIE MOTYT OBITh
UCIIOJIb30BaHBI JJIs peaIN3aluu YIpo3bl 0€30IaCHOCTH NIEPCOHAIBHBIX JIaHHBIM.

[IpyurHaMu BO3HUKHOBEHUS YA3BUMOCTEHN SIBIISIIOTCS:

OLIMOKHM MPH MPOEKTUPOBAHUH U pa3pabOTKe MPOrpaMMHOTIO (IIPOrpaMMHO- alapaTHOro)
o0ecIeycHHS;

IIPEIHAMEPEHHBIE JCUCTBHUS 110 BHECEHHIO YA3BUMOCTEH B XOJE IPOCKTUPOBAHUSA H
pa3pabOTKU MPOrpaMMHOTO (TIPOrPaMMHO-aIIAPATHOTO) 00eCIIeUeHUs;

HENpaBUIIbHbIE HACTPOMKU IPOrpPaMMHOI0 0O€CHeueHUsl, HENpPaBOMEpPHOE H3MEHEHUE
PeXUMOB pabOThl yCTPOMCTB U IPOrPaMM;

HECaHKLIMOHUPOBAaHHOE BHEAPEHUE U MHCIOJIb30BAHUE HEYYTCHHBIX IPOIPAMM C
MOCJIEAYIOIUM HEOOOCHOBAaHHBIM pacxoJ0BaHUEM pECYpcoB (3arpy3ka Ipolieccopa, 3axBaT
OIEpPAaTUBHON NaMSITH U MaMATH Ha BHEIIHUX HOCUTENAX);

BHEJPEHHUE BPEJOHOCHBIX IPOrpaMM, CO3JAIOIIMX YSA3BUMOCTH B IPOIPaMMHOM H
IpOrpaMMHO-aNIapaTHOM O00eCeYeHUH; HECAaHKIMOHUPOBAHHbIE HEYMBILIUICHHbIE JEHCTBUS
M0JIb30BaTENeH, NMPUBOJIINE K BO3HUKHOBEHHUIO YsA3BUMOCTEH; cOOM B paboOTe ammapaTHOro U
OpOrpaMMHOr0 o0OecriedeHus: (BbI3BaHHbIE COOSIMM B DJIEKTPOINMTAHUM, BBIXOJAOM U3 CTPOS
anmapaTHbIX »JJEMEHTOB B pe3yjibTaTe CTAPEHUS U CHIKEHUS HAJAEKHOCTH, BHEIIHUMU
BO3CUCTBUSAMM DJIEKTPOMAarHUTHBIX TOJEeH TEeXHWYeCKHX ycTpoiictB u ap.). Krnaccudukarms
ocHOBHBIX ys3BuMoctei UCII/IH npuBenena Ha pucyske 4 (ctp.32).

Hwxe mnpezacraBieHa obmas XapakTepUCTHKa OCHOBHBIX rpymm ysa3Bumocted MCII/H,
BKJIFOYAIOLTUX:

YA3BUMOCTH CHUCTEMHOT'O IPOrpaMMHOIo obecredeHuss (B TOM 4YHCJEe IPOTOKOJIOB
CETEBOr0 B3aUMO/ICHCTBUS);

YA3BUMOCTH TPHUKJIAHOTO MPOTrpaMMHOI0 o0ecreyeHus (B TOM YHCIE CPEACTB 3alMTHI
uH(popMalun).

4.2.1. OBIIASI XAPAKTEPUCTHUKA YA3BUMOCTEW CUCTEMHOI'O
ITPOI'PAMMHOI'O OBECIIEYHEHUA

VYS3BUMOCTH CHUCTEMHOTO IMPOrpaMMHOI0 OOECledYeHUs: HEeOOXOAMMO pPaccMaTpHUBATH C
NPUBS3KOW K apXUTEKTYpe TMOCTPOSHHSI BBIYHCIUTEIBHBIX CHUCTEM. lIpM 3TOM BO3MOXKHBI
YSI3BUMOCTH:

» B MUKpOIIporpammax, B pormmskax 13V, II13Y;

»B CpEICTBAaX OMNEPAIMOHHOW CHUCTEMbI, TpEeIHA3HAYCHHBIX JUIS  YIpaBICHHS
nokanbHbIMH  pecypcamu  HCII[IH (oOecrieunBaronux BBINONHEHWE (YHKUUNA yHpaBieHUs
npoleccaMy, NaMsTblo, YCTPOMCTBaMHU BBOA/BBIBOJIA, MHTEp(ENWCOM C IMOJIb30BaTeNeM U T.II.),
JpaliBepax, yTUIUTAX;

»B CpeICTBaxX OINEPAllMOHHOM CHUCTEMbI, MpEeIHA3HAYEHHBIX JUISI BBITIOJIHEHUS
BCIIOMOTATENbHBIX (PYHKIUH, — yTUIUTaX (apXuBHpOBaHUs, AehparMeHTAIIMU U JApP.), CHCTEMHBIX
oOpabarbIBalOIIMX MporpaMMmax (KOMIMJISATOPAX, KOMIIOHOBIIMKAX, OTJIAAUUKaX U T.IL.),
nporpaMMax IMpeAoCTaBICHHsI MOJIb30BATENIO JOMOJHUTENbHBIX YCIYT (CHEeIHalbHBIX BapHaHTax
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uHTepdeiica, KalbKylIsITopax, Urpax M T.I.), OMOIMOTEKax MpOUEAYp Pa3IMYHOrO HA3HAUYEHUS
(bubnmoTexax MaTeMaTHYECKUX QYHKINM, QYHKIIMI BBOAA/BBIBOIA U T.1.);

»B CpEACTBaX KOMMYHHUKAIIMOHHOTO B3aUMOJCHCTBHUS  (CETEBBIX CpEACTBAX)
OTIEpPAIMOHHOMN CHCTEMBI.

VYA3BUMOCTH B MHUKPONPOTrpaMMax W B CPEACTBaX OMNEPAMOHHOW CHUCTEMBI,
IpeHa3HAYCHHBIX I YIPaBJICHUS JIOKATbHBIMU PECYpCaMH M BCIIOMOTATENIbHBIMU (DYHKIUSMH,
MOTYT MPEICTABIATh COOOM:

GyHKIUM, TpOIEenypbl, H3MEHEHHE IapaMeTpPOB KOTOPBIX ONpPEIEICHHBIM 00pa3oM
MO3BOJIIET HWCIOJIb30BaTh WX JJIs HECAHKIMOHMPOBAHHOTO JOCTyNma 0e3 OOHapyKEHUs TaKuxX
M3MEHEHUH ONEePalluOHHON CUCTEMOW;

(dbparMeHTBl KOAa MporpaMM  («IOBIPBD», «IIOKH»), BBEICHHBIC Pa3pabOTUYUKOM,
MO3BOJIAIOIIKME 00XOIUTh MPOLEAYpPhl UACHTU(UKALNY, ayTeHTU(UKAIIMY, TTPOBEPKU LEIOCTHOCTU
U 2Ip.;

OTCYTCTBHE HEOOXOJIUMBIX CPEACTB 3alIUTHI (ayTEeHTU(PUKAIMH, TPOBEPKU 1IETOCTHOCTH,
npoBepkd (OPMATOB COOOIICHHIA, OJIOKUPOBAHUS HECAHKIIMOHUPOBAHHO MOIAU(PUITIPOBAHHBIX
byHKIMHI U T.11.);

OmuOKK B TporpaMmax (B OOBSIBJICHHM TICPEMEHHBIX, (DYHKIMH M TPOIEAyp, B KoOJax
porpaMM), KOTOpBIE MPU OMpPEIETICHHBIX YCIOBHIX (HApUMEp, MPHU BHINOJHEHUH JOTHYECKUX
MEPEeX0JI0B) MPHUBOIAT K cOOSM, B TOM YHCIIe K COOSM (YHKIIMOHUPOBAHUS CPEACTB U CHUCTEM
3alUThl HHGOPMAIUH.

VYSA3BUMOCTH TPOTOKOJIOB CETEBOTO B3aWMOJICHCTBUS CBSI3aHBI C OCOOCHHOCTSIMH UX
IPOrpaMMHOM peanu3aluu U OOYCIIOBJICHBl OTPAaHUYECHUSIMH HA pasMepsl 26 TPUMEHSIEMOIo
Oydepa, HemocTaTKkamMu TPOIEAYPHl ayTCHTU(DHKAIIUK, OTCYTCTBUEM IIPOBEPOK IPABUIHLHOCTH
cinyxeOHol nHpopmaru u ap. KpaTkas xapakTepucTHKa S3TUX YSI3BUMOCTEH MPUMEHHUTEIHBHO K
MPOTOKOJIaM TpuBeeHa B Tabmuie 2 (ctp.33).

Jlng cucremaTH3alMu OMHMCAHUS MHOXECTBA YSA3BUMOCTEH HCIONB3YyeTcsl eAauHas Oasa
nanubix ys3BuMoctelt CVE (Common Vulnerabilities and Exposures), B pa3paboTke KOTOpOit
MPUHUMATU y4acTHE CIEHUAINCTHl MHOTHX W3BECTHBIX KOMIIAHUW W OpPTaHM3aIfii, TaKuX Kak
MITRE, ISS, Cisco, BindView, Axent, NFR, L-3, CyberSafe, CERT, Carnegie Mellon University,
uHCTUTYT SANS u T.n. DTa 0a3a AaHHBIX TOCTOSHHO TOMONHSETCS W UCIHONb3yeTcs Mpu
dbopMupoBaHUH 0a3 JTaHHBIX MHOTOYHCICHHBIX MPOTPAMMHBIX CPEICTB aHAJIM3a 3aIUIIICHHOCTH H,
MIPEKIIE BCETO, CETEBBIX CKAHEPOB.

4.2.2. OBIIAAI XAPAKTEPUCTUKA YA3BUMOCTEM MPUKJIATHOTI' O
IMPOI'PAMMHOI'O OBECIIEYEHUA

K mnpuknamaoMy mnporpaMMHOMY OOECHEYEHHUIO OTHOCSTCS MPHUKIAJHBIE IPOTPAMMBI
00I111er0 OJIb30BAHUS U CHICIIMATIBHBIC IPUKIIAHBIE TPOrPAMMBI.

[TpuknagHbIe IPOTPaMMBI OOIIETO MOJF30BAHHS — TEKCTOBBIE U rpaduyecKre peaaKkTopsl,
Menua-porpaMmbl  (ayAMo- W BHJICONPOUTPHIBATENM, IPOTPAaMMHBIE CpEICTBa IpHeMa
TEJIEBU3MOHHBIX TPOTpaMM W T.I.), CHUCTEMBI yIpaBlIeHUs Oa3aMH JaHHBIX, MPOTPAMMHBIC
1aT(opMbl OOIIETO MOIB30BaHUS [T pa3padOTKU MPOrpaMMHBIX IpoaykToB (Tuna Delphi, Visual
Basic), cpeactsa 3ammuThel nHGOpMAIMK OOIIETO MOJAb30BaHUS U T.I. CHenuanbHble MPUKIATHBIC
IpOrpaMMbl — 3TO MPOrPaMMBbl, KOTOpbIe Pa3pabaThIBalOTCS B MHTEpECax peIIeHUs] KOHKPETHBIX
npukiagHeix 3amad B gaHHod WCIIJJH (B ToM uwMciae mOporpaMMHBIE CpEACTBA 3aIIUTHI
uHpopmanuu, pazpadoranssie 11 KoHKpeTHor UCITIH).

VY S3BUMOCTH NPUKIATHOTO IPOrPAMMHOrO 00€CIIEUeHHs MOTYT IPEACTaBIATh COOOM:

GyHKIMH H TpOLenypbl, OTHOCSIIMECS K pa3sHbIM MPHUKIATHBIM IporpaMmMaM |
HECOBMECTUMBIE MEXIy c000i (He (DYHKIIMOHHPYIOIIME B OIHOW OIEpallMOHHOW cpene) H3-3a
KOH(JIMKTOB, CBA3aHHBIX C PACHpPEACICHHEM PECYPCOB CUCTEMBI;

(GyHKIMH, TPOLEAYpbl, HM3MEHEHHE OIpEAEICHHBIM 00pa3oM MapaMeTpoB KOTOPBIX
MO3BOJISIET MCIOJIB30BaTh MX JUIS NPOHMKHOBEHHUs B omepanuoHHyio cpeny WCII[IH u BbI3OBa
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MITATHBIX (YHKIMA OMEPAIlMOHHON CHUCTEMBI, BBIMTOJHEHUS HECAHKIIMOHUPOBAHHOTO JOCTyma 0e3
oOHapy>KEHHsI TAKUX U3MEHEHHH OIEePaIlMOHHON CUCTEMOI;

(dbparMeHTBI KOAa MporpaMM  («IBIPBD», «JIIOKH»), BBEIEHHBIC Pa3pabOTUHKOM,
MIO3BOJISIOIINE 00XOAUTH MPOUEAYPHl HACHTU(DUKAIINY, ayTeHTH(PHUKAIIMN, IIPOBEPKHU IIEITOCTHOCTH
U JIp., IPEAYCMOTPCHHBIE B OMEPAIIIOHHON CUCTEME;

OTCYTCTBHE HEOOXOJIUMBIX CPEICTB 3alIMTHI (AyTCHTU(MUKAIMH, IPOBEPKU LEIOCTHOCTH,
npoBepkru (OPMATOB COOOIICHMA, OJIOKUPOBAHUS HECAHKIIMOHUPOBAHHO MOIU(PUITMPOBAHHBIX
GYHKIMHA H T.I1.);

OmMOKK B TporpaMmax (B OOBSIBJICHUU TIEPEMEHHBIX, (DYHKIMHA M TpOIeayp, B KoJax
porpaMM), KOTOPbIE TPU ONPEACICHHBIX YCIOBHSX (HANpUMEp, MPU BBITOJIHEHUU JOTHYECKHX
MEPEX0JI0B) MPHUBOIAT K cOOSIM, B TOM 4HUCIEe K COOSM (YHKIIMOHUPOBAHUS CPEICTB U CHUCTEM
3alIMThl UHPOPMAIIMHU, K BO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO JOCTYIA K HH(OPMAIIHH.

Jlarable 00 YS3BUMOCTSAX pa3padaThIBAEMOrO M PACIPOCTPAHSIEMOrO Ha KOMMEPYECKOM
OCHOBE MPHUKJIATHOTO TPOrPAMMHOTO 00ECIICYCHHS COOUPArOTCs, 0000IIA0TCS U aHATM3UPYIOTCS B
6ase nanubix CVEL

4.3. OBLIASA XAPAKTEPUCTHUKA YI'PO3 HEHOCPEACTBEHHOI'O TOCTYIIA B
OIIEPAIIMOHHYIO CPEAY HH®OPMAIINOHHOU CUCTEMBbI IIEPCOHAJIBHbBIX
JAHHBIX

Yrpo3el goctyna (IPOHUKHOBEHHMS)) B  ONEPAMOHHYIO Cpely KOMIbIOTEpa H
HECaHKLMOHMPOBaHHOTO foctymna K [I/[H cBs3aHbl ¢ focTynoMm:

K MHPOpPMALMU M KOMaHIaM, XpaHAIMMCsA B 0a30BOi cucteme BBona/BeiBoma (BIOS)
NCII/IH, ¢ BO3MOXXHOCTBIO II€pEXBaTa YIPABJICHUS 3arpy3KOM OIEPAlMOHHOM CHUCTEMBI U
IIOJIy4EHUEM IIPAB JJOBEPEHHOIO MOJIb30BATENS;

B OINEPALIMOHHYIO Cpey, TO €CTh B CpeAy (DyHKIIMOHUPOBAHMS JIOKAIBHON OINEepalmoOHHON
cucteMbl oTAenbHOro TexHudeckoro cpeactBa HMCIIIH ¢ BO3MOXXHOCTBIO  BBHITIOJHEHUS
HECaHKIMOHMPOBAHHOIO JOCTYIIA ITyTEM BBI30Ba IUTAaTHBIX IPOrPaMM ONEPALIMOHHON CHCTEMBI MU
3aIlycKa CrelralbHO pa3pad0TaHHBIX MPOrpaMM, pealu3yIoLUX TaK1e JeHCTBUS;

B cpelly (yHKIMOHMPOBAHUS MPUKIAJHBIX MPOrpaMM (Hampumep, K JIOKAJIbHOW cUcTeMe
ynpasieHus 0a3aMu JaHHbBIX ),

HEMOCPEJCTBEHHO K HHpopManuu mojib3oBarens (K QaiinaMm, TEKCTOBOW, ayauo- H
rpadgudeckoil nHGOpMaIUK, MOJSIM U 3alHCSIM B DJIEKTPOHHBIX 0a3axX NaHHBIX) U OOYCIIOBJIEHBI
BO3MOXKHOCTBIO HAPYIICHUS €€ KOH(PHUIESHIIMATIBHOCTH, LIEJIOCTHOCTH U JOCTYITHOCTH.

OTu yrpo3bl MOTyT OBITh pealM30BaHbl B Ciydyae MOJYyYEHHUs (PU3NYECKOro JOCTyma K
WUCII[An wnmm, mo kpaiiHedt mepe, k cpenacrBaMm BBojaa uHdopmauuu B MCII[IH. WX MoxkHO
00BEAMHUTD IO YCIIOBUSAM pean3aluy Ha TP TPYIIIHL.

IlepBas rpymnmna BkiItoYaeT B ceOsi yrpo3bl, pealu3yeMble B XOJ€ 3arpy3Ku ONepariioHHON
CUCTEMBI. OTH yrpo3bl 0€30MacHOCTH HHGPOpMAIMM HampaBieHbl Ha MEpexBaT MHaposied W
UICHTUPHUKATOPOB, MOAU(DUKALIMIO TPOrPaMMHOT0 obecrieueHus: 0a30BOM CUCTEMBI BBO/A/BBIBOJA
(BIOS), mnepexBar ympaBieHHUs 3arpy3koil ¢ HU3MEHEHHEM HEOOXOAMMON TEXHOJIOTUYECKOM
uHpopmanuu ans noiaydenuss HCJl B onepauuonnyto cpeny MCIIJIH. Yame Bcero Takue yrpo3sbl
pean3yIoTCs C UCTOIb30BAaHUEM OTUYKIa€MbIX HOCHUTENEeH HHDOpMAIIUH.

Bropasg rpynma — yrposel, peanu3yeMble IOCIE 3arpy3Kd OIEPAallMOHHON Cpenbl
HE3aBUCUMO OT TOTO, KaKasi IpUKJIaJHas IporpaMma 3amycKaeTcs Mojib30BaTeaeM. JTH yrpo3bl, Kak
IIPaBWJIO, HAIPABJIEHbl HAa BBIIOJHEHUE HENOCPEICTBEHHO HECAHKI[MOHHPOBAHHOIO JOCTyNa K
uHpopmauuu. [Ipu mnomdydeHMum pocTynma B ONEPALMOHHYIO Cpely HApYyLIMTENb MOXKET
BOCIIOJIb30BaThCSl KaK CTAaHAAPTHBIMU (DYHKIUSAMHM ONEPAIIMOHHOW CHUCTEMbl HIIM KaKOH-1HOO
NPUKIAJAHOM MHporpaMMbl OOLIEr0 IMOJb30BaHUs (HApUMep, CUCTEMBbl yIpaBiieHUs 0azaMu

! Benyrcs 3apyoexnoit pupmoit CERT Ha KOMMepUecKoii OCHOBE
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JAHHBIX), TaK W CHEIMAIbHO CO3JaHHBIMHU ISl BBINOJHEHUS HECAHKIIMOHMPOBAHHOTO JOCTYIA
IporpaMMaMu, HallpuMep:

porpaMMaMu IPOCMOTpa U MOTUPHUKAIINH PEECTPA;

IIporpaMMaMHu IIOMCKAa TEKCTOB B TEKCTOBBIX (hailax II0 KIIOYEBBIM CJIOBaM U
KOIIMPOBAHUS;

CreLlMalbHBIMU IIPOrpaMMaMH IPOCMOTPA U KOMPOBaHUS 3anKcel B 0a3ax JaHHbIX;

nporpaMMaMu OBICTPOTO TMPOCMOTpa TpaduuecKkux GaiyoB, MX PEAAKTUPOBAHUS WIH
KOIMPOBAHUS; NPOrpaMMaMy MOAJIEPKKHA BO3MOXKHOCTEH PEKOH(UIYpalluu IPOrpaMMHOM cpezbl
(mactporiku MCII/In B uHTEpEecax HapymIUTENs1) U Ap.

Haxkonen, TpeThs rpynna BKJIIOYaeT B ce0sl yrpo3bl, peanu3anus KOTOPBIX OIpeNeseTcs
TeM, KaKas U3 MPHUKJIAJAHBIX IPOTpaMM 3aIlyCKaeTCsl MOJIb30BaTeNleM, Wi (DaKTOM 3arrycka 00k
U3 NPUKIAAHBIX IporpaMM. bosblias yacTh Takux yrpo3 — 3TO yrpo3bl BHEJIPEHUS BPEIOHOCHBIX
IPOTPaMM.

4.4. OBIIAS XAPAKTEPUCTUKA YI'PO3 BE3OITACHOCTH NEPCOHAJIBHBIX
JAHHBIX, PEAJIN3YEMBIX C UCIIOJIb30BAHUEM ITPOTOKOJIOB
MEKCETEBOI'O B3AUMOJIEHCTBUS

Ecmu UCIIIH peann3oBana Ha 6a3e JIOKAIBHOW WM paclpenesieHHON HH()OpMaImOHHON
CHUCTEMBl, TO B HEH MOryT OBITh pealu30BaHbl yrpo3bl OE30MAaCHOCTH HH(OpPMALUK IyTeM
UCTIOJIB30BaHUSI TIPOTOKOJIOB MEKCETEBOTO B3aMMOJACHCTBHS. [Ipu 3TOM MOXeT 00ecrednBaThCs
HCJH x ITIH nnu peanu3oBbIBaTbCs yrpo3a OTKaza B o0ciyxuBaHuss. OCOOEHHO ONacHbI yrpossl,
korma MCII[lH mnpexacraBmser coOoil  pacmpeneneHHyl0  HH()OPMAIMOHHYIO  CHCTEMY,
HNOJKIIOYEHHYI0O K CeTAM OoOwmero moib30BaHUS U (WIM) CeTIM  MEXIYHapOJHOTO
uHpopmarmonHoro oomena. Kiaccudukanmonnas cxema yrpos, peaju3yeMbIX M0 CeTH, TPUBEICHA
Ha pucyHke 5 (ctp.35). B €€ OoCHOBY MONOXEHO ceMb CIEAYIOIMX MEepBUYHBIX HPU3HAKOB
KJIacCU(pUKaLUU.

1. Xapakrep yrpossl. ITo 3ToMy npu3Haky yrpo3bl MOTYT OBITh NMAaCCHBHbBIE M aKTHBHBIE.
[TaccuBHas yrposa — 3TO yrposa, IpH peajin3allii KOTOPOM HE OKa3bIBaeTCs HENOCPEACTBEHHOE
BiausiHUE Ha paboty VCII/IH, HO MOTyT OBITh HAapYIIEHbl YCTAHOBJIEHHbIE MPAaBUIIa pa3rpaHUUEHUS
noctyna k IIJIH mnm cereBbiM pecypcam. Ilpumepom Takux yrpo3 sBisieTcsl yrpo3a «AHaau3
ceTeBOro Tpadukay», HarpaBJIeHHas Ha MPOCIyIINBaHUE KaHAJIOB CBSI3U U IEepeXBaT MepeaBaeMoil
uH(pOpMaLIUH.

AKTHBHasI yrpos3a — 3TO yrposa, cBsi3aHHas c Bo3zzaelcTteueM Ha pecypebl MCIIIH, mpu
peanu3ainy KOTOPOH OKa3bIBAETCS HEMOCPEICTBEHHOE BIHMSHUE Ha pabOTy cuCTeMBbl (M3MEHEHHE
KOH(UTypaluu, HapyluieHue paboTocrnocoOHOCTH U T.11.), U C HApYIICHHUEM YCTAaHOBJICHHBIX MIPaBUII
pasrpanndenus nocryna K [IJ[H mnm cereBbiM pecypcam. [IpumepoM Takux yrpo3 siBISETCS yrpo3a
«OTKa3 B 00CIy>)KUBaHUMY, peaninzyemas Kak «mtopMm TCP-3anpocoy.

2. lenp peanuzanuu yrpossl. [lo 3TomMy mpu3HaKy yrpo3bl MOTYT ObITh HampaBieHbl Ha
HapyleHHe KOH()UICHIUANBHOCTH, LEIOCTHOCTH M JAOCTYHMHOCTH MH(pOpMaluu (B TOM YHCIEe Ha
Hapymenue padorocnocooHoct UCII/IH unu ee a1emMeHTOB).

3. YcioBue Havyasla OCYILIECTBIIEHHUS Ipoliecca peanu3annuu yrpossl. Ilo 3Tomy npusHaky
MOJKET peajl30BbIBATbCS yrpo3a:

[0 3arpocy OT 00BEKTa, OTHOCHTEIBHO KOTOPOro peaiau3yercss yrpos3a. B sTtom ciyuae
HapyIIUTEIh OXKHMJAET Mepeladyd 3arpoca OMpPEeNeIeHHOr0 THUIA, KOTOpPbI M OylneT ycloBHEM
Hayaja OCYILECTBICHHS HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

[0 HACTYIUIEHHIO OXHJAeMOIro COOBITHS Ha OOBEKTEe, OTHOCHTEJIBHO KOTOPOTO
peanu3yercst yrpoza. B 3ToM ciydae HapylIMTENb OCYILECTBIISIET MOCTOSHHOE HaOJII0JeHHE 3a
coctosiHreM omnepannonHoi cucteMbl UCITJIH v pu BO3HUKHOBEHUHU OMPEICICHHOTO COOBITHS B
JTOU CHUCTEME HAUYMHAET HECAHKI[MOHUPOBAHHBIN JOCTYII;
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6e3yciioBHOE BO3JICUCTBHE. B 3TOM ciy4ae Hayajo OCYLIECTBICHUS
HECaHKIIMOHUPOBAHHOIO JOCTYyMa O€3yCJIOBHO MO OTHOIICHHUIO K IEJIM JOCTYyIa, TO €CTh yrpo3a
pean3yeTcsi HEMEJUIEHHO U 0€30THOCUTEIBHO K COCTOSIHUIO CUCTEMBI.

4. Hammuue o6patnout csizu ¢ UCII/IH. [To aToMy npu3HaKy mporece peaanu3aiuy yrpo3bl
MOXET OBITh C OOpaTHOM CBs3bI0 U 0€3 00paTHOM CBA3HM. YTPO3a, OCYIIECTBIIsIEMas IPH HATMYUH
obparnoit cBszu ¢ UCII/IH, xapakrepusyercs TeM, YTO Ha HEKOTOpBIE 3aMpOChl, MepeJaHHble Ha
WCII[An, Hapymmremo Tpedyercs MHoiayduTh OTBeT. ClenoBaTeNbHO, MEXKAY HApYIIUTENEM H
UCTI/n cymectByeT oOpaTHas CBA3b, KOTOPas MO3BOJISIET HAPYIIUTENIO aIeKBaTHO pearupoBaTrh Ha
Bce u3MeHeHus, npoucxopsmue B WUCIIJIH. B ominume oT yrpos, peanu3yemblX NpU HaIU4uU
obpatnoit cBs3u ¢ UCII[IH, npu peanuzanuu yrpo3 6e3 o0paTHOM CBA3M HE TpeOyeTcsl pearnpoBaTh
Ha Kakue-1100 usmeHenus, npoucxonsauue B UCIIJIH.

5. Pacnonoxenue Hapymurtens otHocutenbHo WCIIJn. B cooTBeTcTBHM € 3THUM
IPU3HAKOM YIpo3a peau3yeTcsi Kak BHYTPUCETMEHTHO, TaK U MEXCErMEeHTHO. CerMeHT CeTH —
buznueckoe oObenuHeHue XoctoB (TexHuueckux cpencts WCIIJIH uam KOMMYHUKAIIMOHHBIX
AIIEMEHTOB, MMEIOUINX ceTeBoil anapec). Hampumep, cerment MCII/IH o0pa3zyer COBOKYIHOCTB
XOCTOB, IMOJAKIIOUYEHHBIX K CEpBEpy MO cXeMe «olmas mwuHa». B ciayuae, korma mMeeT MecTo
BHYTPHCEIMEHTHAsI Yrpo3a, HapyIIUTeIb UMeeT (QU3NYECKHH OCTYN K allapaTHBIM 3JeMEHTaM
NCIIAn. Eciin umeeT MecTo MeKCErMeHTHasl yrpo3a, To HapymuTenb pacnonaraercs Bue MCII/IH,
peanusyst yrpo3y u3 Apyrou cetu uiam u3 apyroro cermenra UCIIH.

6. YpOBEHb 3TAJOHHOM MOJEIM B3aUMOJECUCTBUS OTKPBITHIX cucrem? (ISO/OSI), na
KOTOpOM peanusdyercss yrposa. Ilo 3Tomy mnpusHaky yrpo3a MOXET pealii30BbIBAThCS Ha
buznYecKoM, KaHAJIBHOM, CETEBOM, TPAHCIIOPTHOM, CEaHCOBOM, MPEICTABUTEIHLHOM U MPHUKIATHOM
ypoBHe moaenmu [SO/OSI.

7. CootHomieHue konuuectBa Hapywmurtened u snemeHToB WCII/IH, oTHOCHTENIBHO
KOTOpBIX peanusyercs yrposa. Ilo aTomy npusHaky yrpo3za MoxeT ObITh OTHECEHA K KJaccy yrpos,
pean3yeMbIX OIHHMM HapyLIUTEIEM OTHOCUTENBHO OJHOro TexHuyeckoro cpeacrsa HCIIIH
(yrpoza «oAuH K OJHOMY»), Cpa3y OTHOCUTEIHHO HECKOJBbKUX TexHuueckux cpencts MCIIIn
(yrpoza «OJMH KO MHOTMM)») HJIM HECKOJbKUMH HApYLIIUTEISIMH C DPa3HbIX KOMIIBIOTEPOB
OTHOCHUTENIbHO OJHOI0 WJIM HecKosbkux TexHudyeckux cpeacts WCIIJIH (pacnpeneneHHble WU
KOMOMHUpOBaHHbIE yrpo3bl). C yd4eToM NpOBEIEHHOW KIACCU(PHUKAIMM MOXHO BBIJCIUTH CEMb
HauboJIee YacTo peaanu3yeMbIX B HACTOSIIEE BPpEMS YIpo3.

1. Ananu3 cereBoro tpaduka (pucyHok 6, ctp.36).

Orta yrpo3a peanu3yercs C IMOMOIIBI0 CHEIHaTbHON MpOrpaMMbI-aHAIM3aTOpa MaKeTOB
(sniffer), nepexBaTbiBaroIeli BCe MAKEThI, IIEpe1aBaeMble IO CETMEHTY CETH, U BBIICISIONIEH Cpeau
HUX T€, B KOTOPBIX NEpeatoTcsl HASHTU(PUKATOP MOIb30BaTeNs U €ro napojib. B xoae peanuzanuu
yrpo3bl HAPYIIUTENb U3Y4aeT JIOTUKY pPabOThl CETH — TO €CTh CTPEMHTCS MOJYYUTh OJHO3HAUHOE
COOTBETCTBUE COOBITUM, MPOUCXOANINX B CUCTEME, U KOMaH/I, IEPEChIAEMBIX IIPH ITOM XOCTaMH,
B MOMEHT MOSBJICHUS JTAaHHBIX COOBITHHA. B nampHeimeM 3TO MO3BOJNSET 3J0YMBIIUIEHHUKY Ha
OCHOBE 3aJ[aHMsI COOTBETCTBYIOIIMX KOMaH/ MOJIyUYUTh, HAIPUMED, IPUBUIIETUPOBAHHbBIE MTpaBa Ha
JEICTBUSA B CUCTEME WJIM PACLIIMPUTH CBOU IOJIHOMOYMS B HEH, EPEXBATUTh MOTOK MEPEIABAEMBIX
JTAHHBIX, KOTOPHIMH OOMEHUBAIOTCS KOMIIOHEHTBI CETEBOM OMNEpPAalMOHHONW CHUCTEMBbI, s
U3BJICUCHUS]  KOHQHUIEHIHMATbHOW WMIM  WAGHTH(QHUKAIMOHHON  uHpopMmauuu  (Hampumep,
CTaTUYECKUX IapoJied IMOJIb30BaTeNeH JUIsl AOCTyNa K YAAJICHHBIM XOcTaM 1o nportokonam FTP u
TELNET, He npegycMaTpuBaromuM mudpoBaHue), €€ MoAMEHbI, MOTUPUKAIIMH U T.I1.

2.  CkaHHMpOBaHHWE CETH.

CymHocTh Ipouecca pealu3alud yrpo3bl 3aKJIIOYAeTCsl B Iepeade 3alpocoB CETEBBIM
cayx6am xoctoB WCII[IH w anammu3e OTBETOB OT HHX. llenb — BBIIBIEHHWE HCIOIB3YEMBIX
IPOTOKOJIOB, JIOCTYITHBIX IOPTOB CETEBBIX CIIYXO0, 3aKOHOB (POpMHpPOBaHHS HAECHTH(PHUKATOPOB

Mexnynaponnas Opranmsanus no Cranpaprusaumu  (ISO) npunsa crappapr ISO 7498, omuckiBarommit
B3auMoJieiicTBrE OTKPHITBIX cucteM (OSI)



17

COCIMHEHUH, ONpeNeleHne aKTUBHBIX CETEBBIX CEPBHCOB, MOAOOP MACHTU(HHUKATOPOB M Maposieit
MI0JIb30BaTENEH.

3. Yrposza BbisiBiaeHuUsi maposs. Llens peanmzanuu yrpos3sl coctouT B nonydeHun HC/]
IyTeM IPEOAOJIEHUS MapoJbHOM 3alUThl. 3JOYMBIIUIEHHUK MOXET pEealn30BbIBATH YIpo3y C
MOMOIIIBIO 1IEJOTO psiia METOJOB, TAaKMX Kak IMPOCTOH mepebop, mepedop ¢ HCHOIb30BAHUEM
CHeLMaIbHBIX CIIOBApEH, yCTAaHOBKA BPEIOHOCHOM MporpaMMbl AJis IepexBaTa Maposisd, MOoJMeHa
nosepenHoro oowekra cetu (IP-spoofing) m mepexsar makeroB (sniffing). B ocHoBHOM st
peanu3alyu Yrpo3bl HCHOJB3YIOTCS CIIELUalbHBIE IMPOrpaMMbl, KOTOpPbIE MBITAIOTCS MOIYYUTh
JOCTYI K XOCTY ITyTeM IIOCIIe0BAaTEIFHOIO 1Mo100pa mapojiei. B ciyyae ycnexa, 370yMbIIUIEHHUK
MOJXET cOo3JaTh JUIsl ce0sl «Ipoxoa» s OyIyllero 1ocTyna, KOTOpblil OyneT AelCTBOBATh, Aaxe
€CJIM Ha XOCTE U3MEHUTD N1apOJb J0CTYHA.

4. [lonmeHa 1OBEpEHHOT0 O0BEKTA CETH U Iepeaya 10 KaHajlaM CBSI3U COOOLIEHUH OT ero
UMCHH C MPUCBOCHUEM €ro MpaB JocTyna (pucyHok 7, ctp. 37).

Takass yrpo3a s¢p¢dexkTuBHO peanusyercss B CUCTeMax, IJle IPUMEHSIOTCS HECTOMKHe
QITOPUTMBI UACHTU(DHUKAIMY U ayTeHTH(PHUKAIIMKA XOCTOB, MoJb30Bareeid u T.4. [log qoBepeHHbIM
00BEKTOM MOHUMAETCs OOBEKT CeTH (KOMIBIOTEP, MEXKCETEBOM 3KpaH, MaplIpyTH3aTop MU T.II.),
JIerajabHO MOJKJIIOUEHHBINA K CEpBEPY.

MoryT OBITh BBIJIEJICHBI /IB€ PA3HOBUIHOCTHU MPOLIECCAa PeaTu3alMy YKa3aHHOM yrpo3bl: ¢
YCTaHOBJIEHHEM U 0€3 YCTaHOBJIEHUS BUPTYaIbHOI'O COEIUHEHUSI.

[Iponiecc peanu3auuu ¢ YCTAaHOBJICHHWEM BHUPTYAJIbHOTO COEJUHEHUS COCTOMT B
IIPUCBOEHUHU NPaB JTOBEPEHHOTO CyObEKTa B3aMMOJAEWUCTBUSA, YTO MO3BOJIAET HAPYIIUTEII BECTU
ceaHc pabOThl C OOBEKTOM CETU OT MMEHHU JOBEpPEeHHOro cyObekTa. Peanusanus yrpos3sl JaHHOTO
TUNa TpedyeT MPeoJ0JICHHUS CUCTEMBI HACHTU(UKAIINH U ayTeHTU()UKAUU COOOIIeHNH (Hanpumep,
ataka rsh-ciyx6s1 UNIX-xocTa).

[Ipouecc peanuzanuu yrpo3sl 6€3 yCTaHOBIIEHUS! BUPTYAIbHOI'O COEIMHEHUSI MOKET UMETh
MECTO B CETAX, OCYILECTBIISIONIMX HJIECHTU(UKALUIO IepelaBaeMbIX COOOLIEHUH TOJIBKO 10
ceTeBOMy ajapecy otnpaButelns. CylIHOCTh 3aKJII0YaeTCsl B Mepenayde CIy>KeOHBIX COOOIEHUN OT
UMEHHM CEeTEBBIX YMNPABJSAIOMUX YCTPOWUCTB (HampuMep, OT HMEHHM MapLIpyTH3aTOpoB) 00
U3MEHEHHH MapIIpyTHO-3JIPECHBIX JaHHBIX. [IpM 3ToM HEOO0XOAWMO WMETh B BHIY, 4TO
€/IMHCTBEHHBIMHM UJCHTU(PHUKATOpaMu aOOHEHTOB M coenuHeHHs (no mporokony TCP) sBustoTcs
nBa 32-6utHbix mapamerpa Initial Sequence Number — ISS (HomMep mocienoBaTeIbHOCTH) |
Acknowledgment Number — ACK (nomep moarBepxaenusi). CiaenoBarenbHo, A1 GOPMHPOBAHHUS
noxHoro TCP-nakera HapylmuTen 0 HEOOXOIUMO 3HATh TEKYIIUE UACHTU(PUKATOPHI ISl TaHHOTO
coenunenus — ISSa u ISSb, rae:

ISSa — HekoTopoe 4YHCIEHHOE 3HAYCHHE, XapaKTepU3YIOIIee TOPSIAKOBBIA HOMEp
ornpasisieMoro TCP-makera, ycranaBnmuBaemoro TCP-coemuHeHUs, MHUITMUPOBAHHOTO XOCTOM A;
ISSb — HekoTopoe 4dHMCIIEHHOE 3HAYCHHE, XapaKTEPU3YIOIIee MOPSAKOBBIA HOMEp

ornpasisemoro TCP-nmakera, ycranaBiuBaemoro T CP-coeiHeHNs, THUITMHPOBAHHOTO XOCTOM B.

3nauenue ACK (Homepa noarsepxaenus ycranopiaeHus: TCP-coennnenus) onpeaensercs
KaK 3HA4eHUE HOMepa, MOJIYYEeHHOro OT pecnoHaeHTa ISS (HoMep mocnenoBaTenbHOCTH) ILTIOC
equanna ACKb = ISSa+1.

B pesynbrare peainzanuu yrpo3bl HapyUIUTENb MOJy4YaeT MpaBa JOCTYIa, YCTAHOBJICHHbBIE
€ro TMoJIb30BaTeJIEM /I TIOBEPEHHOTO aboHeHTa, K TexHudeckomy cpeactBy MCII/n — nemn yrpos.

5. Hagsi3piBaHME JOKHOTO Mapuipyrta ceTd. JlaHHasi yrpo3a peajn3yercsi OHUM U3 JBYX
Croco0OB: TyTEeM BHYTPHUCETMEHTHOTO WJIM MEKCETMEHTHOTO HaBs3bIBaHUSA. B03MOXHOCTH
HAaBs3BbIBAHUS JIOKHOTO MapHIpyTa oOOYCJIOBI€HAa HEIOCTaTKaMH, MPUCYIIUMHU aJITOPUTMaM
MapuIpyTH3auud (B YaCTHOCTH, H3-3a MpPOOJEeMbl HJIECHTU(UKALUUA CETEBBIX YIPABISIOMINX
YCTPOMCTB), B pe3yJbTaTe YEro MOKHO MOIACTh, HAPUMEP, HA XOCT HJIA B CETh 3JI0YMBIIICHHHKA,
TJI€ MOKHO BOMTH B ONEPALMOHHYIO cpely TexHuueckoro cpeactsa B coctaBe MUCII/IH. Peanuzanus
YIpO3bl OCHOBBIBAECTCSI HA HECAHKIIMOHUPOBAHHOM HCIOJIb30BAHWU IMPOTOKOJOB MaplIpyTH3ALUU
(RIP, OSPF, LSP) u ynpasnenus cerbto (ICMP, SNMP) st BHECEHUS M3MEHEHHUI B MapIIpyTHO-
aapecHsie Tabmunbl. [Ipu STOM HapymIUTEN0 HEOOXOAMMO IMOCIaTh OT 35 WMEHH CETEBOTO
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YIPaBIIAIOLIETO YCTPOHCTBA (HAIpUMep, MapIIpyTU3aTopa) yIpasisioliee coo0leHue (PUCYHKH 8
u 9, crp. 38, 39).

6. Buenpenue 10KHOTO OOBEKTA CETH.

Ota yrpo3a OCHOBaHa Ha HCIOJb30BAHUU HEJIOCTATKOB aJTOPUTMOB yJAJIEHHOIO MOUCKA.
B ciyuae, ecniu 0OBEKTHI CETH M3HAYAIBHO HE HMMEIOT aJpecHOd mHpopMamuu Apyr O Jpyre,
UCITIOJB3YIOTCSl PA3JIMYHbIE MPOTOKOJBl YAaJeHHOro mnoucka (Hampumep, SAP B cerax Novell
NetWare; ARP, DNS, WINS B cersix co crekom mpotokonoB TCP/IP), 3akmrouaromuecs: B
nepeAaye IO CETH CHEeLMalbHBIX 3allpOCOB W IOJYYEHHHM HA HHUX OTBETOB C HCKOMOM
uHpopmanueii. [Ipu 3TOM cCymecTByeT BO3MOXHOCTH IE€pEeXBaTa HApPYLIUTEIEM IOHCKOBOTO
3alpoca M BbIJAYU Ha HEro JIOXKHOTI'O OTBETA, MCIIOJIb30BAaHHE KOTOPOro NMpHUBENET K TpeOyeMoMmy
U3MEHEHHIO MAapUIpyTHO-3aJPECHBIX JaHHBIX. B ganmpHeimeM Bech TOTOK WH(pOpMAaNuH,
ACCOLIMMPOBAHHBINA ¢ 0OBEKTOM-KEPTBOH, OYJET MPOXOJUTH YePe3 JIOKHBIH 00BEKT CEeTH (PUCYHKHU
10 - 13).

7. OTKa3 B 00CIyKHUBaHUU.

OTH yrpo3bpl OCHOBAaHBI Ha HEIOCTATKaX CETEBOI0 IPOTPaMMHOTO OOeCHeueHHsl, ero
YSI3BUMOCTSIX, MO3BOJISIOIIMX HAPYIIUTENIO CO34aBaTh YCJIOBUS, KOTJIa ONEpallMOHHAs CUCTEMa
OKa3bIBACTCS HE B COCTOSTHUM 00pabaThIBaTh MOCTYIIAIONINE MTAKETHI.

MoryT OBITh BbIJI€JIEHBI HECKOJIBKO PAa3HOBUIAHOCTEN TAKHX Yrpo3:

a) CKPBITBIA OTKa3 B 00CIyKMBAaHUU, BbI3BAHHBIN NpuBiiedeHreM dyacTu pecypcoB UCIIIx
Ha 00pa0OTKy IIaKeToB, IEpeJaBacMbIX 3JOYMBIIIJIEHHUKOM CO CHUXXEHHEM IPOITyCKHOH
CIOCOOHOCTH KaHAJIOB CBSI3H, TPOU3BOIUTEIILHOCTH CETEBBIX YCTPOMCTB, HAPYIICHHEM TPEeOOBaHUIA
KO BpeMeHUu o00paboTku 3ampocoB. llpumepamu peanuzanuu yrpo3 HoJ0oOHOIO poja MOTYT
CIIY’)KUTh: HAalpaBJIEHHBIH INTOPM 3X0-3ampocoB 1o mnporokory ICMP (Ping flooding), mropm
3anpocoB Ha yctaHoBieHue TCP-coequnenmii (SYN-flooding), mropm 3anpocos k FTP-cepsepy;

0) gBHBIM OTKa3 B OOCIY)KMBAaHMHM, BbI3BaHHBIM Hcuepnanuem pecypcoB HCII/Ix mpu
00paboTKe MakKeToB, MepeJaBacMbIX 3JI0YMBIIUIEHHUKOM (3aHSATHE BCEHM IOJIOCHI MPOMYCKAaHUS
KaHAJIOB CBSI3U, NEPENOJHEHNE OUYepeield 3ampocoB Ha OOCITY)XHBAHHE), TIPU KOTOPOM JIeTalIbHbIE
3arpockl HE MOTYT OBbITh INepeJaHbl 4epe3 CeTh H3-3a HEAOCTYMHOCTH Ccpelbl nepenadu Jubo
MOJy4al0T OTKa3 B OOCIY)XMBAaHMHM BBHIY NEPENOIHEHUSI OdYepenel 3ampocoB, IHCKOBOTO
OpocTpaHcTBa MaMATH M T.A. [IpumepamMu yrpo3 [AaHHOIO THUINA MOTYT CIYXHTb IITOPM
mmpokoserateabHbix  ICMP-3xo0-3anpocoB  (Smurf), nampasnenssiii mropMm (SYN-flooding),
IITOPM COOOIIEHUH MOYTOBOMY cepBepy (Spam);

B) SBHBII OTKa3 B OOCITy>)KHBaHWH, BBI3BAHHBI HApyIICHHEM JIOTHYECKOW CBS3HOCTH
Mexay TexHuueckumu cpeactBamu  WCII[IH npu mnepenadye HapyumMTeNeM YHIPABISIOMIMX
COOOIICHNH OT WMEHH CETEBBIX YCTPOWCTB, NMPHUBOISAIINX K M3MEHEHHIO MapIIPyTHO-aJPECHBIX
nanHbix (Hampumep, ICMP Redirect Host, DNS-flooding) wmm wuneHtudukanmoHHo u
ayTeHTU(UKAIIMOHHON NH(pOpMaLnu;

I) IBHBIA OTKa3 B OOCIy>KMBAaHHH, BbI3BAaHHBIN Nepenadeil 3M0yMBIIIJICHHUKOM MTaKeTOB C
HecTaHIapTHBIMUA atpuOytamu (yrpo3sl Tuna «Landy», «TearDrop», «Bonk», «Nuke», «UDP-
bomby) uu UMEONMX JUIMHY, TPEBBIMIAOIIYI0 MAKCUMAIBHO JIOMYCTUMBINA pa3Mep (yrpos3a Tuma
«Ping Deathy»), 4T0 MOXET mpuBECTH K COOIO0 CETEBBIX YCTPOMNCTB, YYACTBYIOIIMX B 00paOOTKe
3arpocoB, MPH YCIOBUU HAJIWYMA OMIMOOK B MpPOrpaMMax, peau3yloIluX MPOTOKOJBI CETEBOIO
oOMeHa.

PesynpTaTom peanusanuu JaHHOW yrpo3bl MOXKET CTaTh HapylIeHHE paboTOCIOCOOHOCTH
COOTBETCTBYIOIICH CIIy)O0bI mpefocTaBiienus yaaieHHoro aocryna k [IJJu B UCIT/IH, mepemaua ¢
OJTHOTO ajJpeca TaKOro KOJHMYECTBAa 3alpOCOB HA MOJKIIOYEHHE K TEXHUYECKOMY CpEACTBY B
cocrae MCII/IH, kKakoe MaKCHMaJbHO MOXXET «BMECTHTHY» Tpaduk (HAmpaBICHHBIA «IITOPM
3arpocoB»), UYTO BJIEYET 3a COOOW MEpEernoIHEHUuEe OYepeaH 3alpOCOB M OTKa3 OJHON M3 CETEBBIX
CJIy’)KO WJIM MOJIHYI0 OCTaHOBKY KOMIIBIOTEpPA M3-32 HEBO3MOXHOCTH CHCTEMbI 3aHUMAThCS HUYEM
JPYruM, KpoMe 00pabOoTKH 3aIIPOCOB.

8. Y 1anmeHHbIi 3aImyCcK IPUIOKEHUH.
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VYrpo3a 3akmodaercs B crpemiieHuu 3anmyctuTh Ha xocre MCII/IH  pasnuunble
IPEBapUTEIbHO BHEAPEHHbIC BPEAOHOCHBIE IPOrpaMMbl: I[POrPaMMBbI-3aKJIAJAKH, BHUPYCHI,
«CEeTeBBIC LIMHOHBI», OCHOBHAS 1LIEJIb KOTOPHIX — HapylIeHHe KOH(PHICHINATBHOCTH, LEIOCTHOCTH,
JOCTYITHOCTH MHGOpMAalMM U TOJIHBIA KOHTpOJIb 3a paboroil xocra. Kpome Toro, BO3MOXeH
HECaHKIIMOHUPOBAHHBIN 3aIrycK IPUKIIAIHBIX IIpOrpaMm I10JIb30BaTeNen JUISL
HECAaHKIIMOHMPOBAHHOTO TIOJYYEHHUS HEOOXOAMMBIX HApYIIUTENI0 JaHHBIX, JUId 3alycka
YIpaBIseMbIX TPUKIAJHONW IPOrpaMMOi IPOLIECCOB U JIp.

Beiensror Tpu nojkiacca JaHHBIX yTpo3:

1) pacnpoctpanenue (aiiaoB, Coaep Kalux HECAHKIIMOHUPOBAHHBIN MCIIOIHIEMbIH KO,

2) ynalleHHbIH 3aIlyCK NPUIIOKEHUs IyTeM NepenojHeHus 0ydepa npuioKeHuii-cepBepoB;

3) ynaneHHBIH 3alyCK NPUIOKEHHUS IyTEM HCIOJIb30BAHUS BO3MOYKHOCTEH YIajI€HHOIO
YIpaBJIEHUS] CUCTEMOH, MPEJOCTaBJIAEMBbIX CKPBITBIMM MPOTPAMMHBIMH M  allapaTHbIMU
3aKJ1aJIKaMU JTM00 MCII0Ib3yEMbIMH IITATHBIMU CPEICTBAMHU.

TunoBsle yrpo3bl MEepBOro M3 YKa3aHHBIX MOJKIACCOB OCHOBBIBAIOTCS HAa aKTHBHU3ALUU
pacmpocTpaHsieMbIX (aiiyIoB MpH cIy4aitHOM oOpamieHud K HuM. [Ipumepamu Takux ¢aiaoB MOTyT
CIIy’KUTh: (hailnibl, cofeprkalie UCIOIHAEMbIH KOJ B BHJIE€ MAaKpOKOMaH] (JOKyMeHThl Microsoft
Word, Excel m T1.m.); html-mokymMeHTBI, coaepaliue HCIOJIHSAEMBIH KOJ B BHJIE JJIEMEHTOB
ActiveX, Java-anmieroB, HHTEPIPETHPYEMbIX CKPHUIITOB (HAmpHMep, TEKCThI Ha JavaScript);
¢ainbl, coiepallue HCIOJIHAEMble KoJAbl mporpamm. [l pacnpocTtpaHeHus (ailiioB MOTYT
UCIIOJIb30BaThCs CIYKObI AJIEKTPOHHON NOYTHI, Iepeaayuu (aitaoB, ceTeBoi (ailiioBoil CUCTEMBI.

[Ipu yrpos3ax BTOpOro mHoJkjacca HCIOJIb3YIOTCS HEAOCTAaTKU IpPOrpamMM, pean3yoLuX
CeTeBble CEpBUCHI (B YAaCTHOCTH, OTCYTCTBHE KOHTpOJs mepernonHeHus Oydepa). Hactpolikoit
CUCTEMHBIX PETUCTPOB MHOTIJA YAA€TCs MEPEKIOYUTh IPOLECCOP MOCIE MPEPhIBaHUS, BHI3BAHHOTO
nepenojHeHueM Oydepa, Ha UCHOIHEHUE KoJa, cojiepxkalierocs 3a rpanuueil 0ydepa. Ilpumepom
peanu3aiuy Tako! yrpo3bl MOXKET CIYXUTh BHEIPEHHUE IIUPOKO U3BECTHOTO «BUpYyca Moppucay.

IIpu yrposax TpeThero mojkjiacca HapyIIUTENb HUCHOJIb3YET BO3MOXKHOCTH YIal€HHOI'O
yIIpaBJICHUS] CHCTEMOM, NIPEOCTABIISIEMbIE CKPHITBIMU KOMITOHEHTAMH (HAIIPUMED, «TPOSTHCKUMID)
nporpamMamu tuna Back Orifice, Net Bus) nmu0Go mrTaTHbIMEH CpeicTBaMH YIpaBJICHUS U
aAMHHHMCTpUpOBaHusl KommnbloTepHbIX ceTeil (Landesk Management Suite, Managewise, Back
Orifice u T. m.). B pe3ynbTare UX MCHONB30BAHUS yIAeTCs JOOUTHCS YNAIEHHOTO KOHTPOJS HaJ
CTaHIMEH B CETH.

CxeMaTU4HO OCHOBHBIE 3TaIbl PA0OTHI ATUX MPOTPAMM BBITIISAAT CIEAYIOUIMM 00pa3oM:

WHCTAJUISAIUS B IAMSITH;

OKHJIaHUE 3aIlpoca C yJAJIEHHOI0 XOCTa, Ha KOTOPOM 3allyllieHa KIMEHT- Mporpamma, u
OOMEH C Hel COOOIIECHUSIMH O TOTOBHOCTH;

nepeaaya nepexBadyeHHoON MH(pOpMaK KIMEHTY WK MPEeJOCTaBICHUE eMy KOHTPOJIS HaJ
aTaKyeMbIM KOMIIBIOTEPOM.

IIpornecc peanuszanuu yrpo3sl B 00IIEM Cllyyae COCTOUT U3 YETBIPEX ITAIOB:

cbopa nnpopmanuy;

BTOp)KEHUS  (IPOHMKHOBEHMSI B ONEpAIMOHHYIO  Cpeny); OCYILIECTBIEHUS
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;

JMKBUAALMY CIIEI0B HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

Ha stane c6opa nndopmanuy HapymuTens MOTyT HHTEPECOBATh pa3InYHbIE CBEIEHUS 00
UCII/In, B TOM uncie:

a) O TOMOJOTMM CETH, B KOTOpoW (QyHKIMOHHpYeT cucrema. [lpu 3ToM MoXKeT
UCCIeIoBaTbcsd 00JacTh BOKPYr CETH (HAampuMep, HapyIIUTeNlss MOTYyT MHTEpecoBaTh ajpeca
JIOBEPEHHBIX, HO MEHee 3alllMIIEHHBIX XOCTOB). [y ompeneneHus IJOCTYHHOCTH XOCTa MOTYT
UCIIOJIb30BAThCs MpoCTeiine KoMaH bl (HarpuMep, komanaa ping s nocbuiku |CMP-3anpocos
ECHO REQUEST c oxunannem Ha Hux ICMP-otBetoB ECHO REPLY). CymiecTBytoT yTHINTHI,
OCYILECTBIISIIOUINE MapauIeIbHOE OINpEaesieHHe TOCTYITHOCTH XOCTOB (Takue Kak fping), KoTopbie
CIOCOOHBI TPOCKAHUPOBATH OOJIBIIYI0 00JIaCTh AAPECHOTO MPOCTPAHCTBA HA MIPEAMET JTOCTYITHOCTH
XOCTOB 332 KOPOTKHMH MPOMEXYTOK BpeMEHHU. TOMOJIOrusl CETH YacTO ONPENENIeTCs Ha OCHOBAaHUU
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«CUYETYMKA Y3JIOB» (IUCTAaHIMU MEXAy XocTamu). IIpu 3TOM MOryT NMpUMEHSATHCS TaKUE€ METOJBI,
kak «vonysiuuu TTL» u 3anucu mapuipyra. Meton «monyisiuuu TTLy» peanin3zoBad nporpaMMoit
traceroute (st Windows NT — tracert.exe) u 3axmrodaercss B moayisiiuu nonss TTL [P-makeToB.
Jns 3amucu Mapuipyta MOTyT uctnonb3oBatbes ICMP-makeTs1, co3gaBaeMbie koMaH10i ping. Coop
uH(pOpMallMM MOXET OBITh TaKXKe OCHOBaH Ha 3ampocax: K DNS-cepBepy o croucke
3apEeruCTPUPOBAHHBIX (U, BEPOATHO, aKTUBHBIX) XOCTOB; K MapLIPYTU3aTOPy HA OCHOBE IIPOTOKOJIA
RIP 00 wu3BecTHBIX Mapmipyrax (MHGOpPMAIUs O TOMOJIOTUH CETH); K HEKOPPEKTHO
CKOH(UTYpPHPOBAHHBIM YCTPOWCTBaM, MOJAepKUBarOIUM 1poTokon SNMP (undopmarus o
tonosiorun cet). Ecnu UCII[In HaxoauTtcst 3a MexceTeBbIM sKkpaHoM (MD3), Bo3MoxkeH cOop
uHpopmaruu o koHpurypauuun MO u o Tonosorun UCIT/IH 32 MD, B TOM 4uCle MyTEM MOCHUIKH
[IAKETOB Ha BCE MOPTHI BCEX IPEAIO0IAraeMbIX XOCTOB BHYTPEHHEN (3alUIAEMOi) CETH;

06) o tume omneparuonHoi cuctembl (OC) B MCII[In. Camblii HW3BECTHBIH CIIOCOO
onpezaenenus tuna OC xocTta OCHOBaH Ha TOM, 4TO pa3nuuHble TUIBI OC 10- pa3HOMY peallu3yIoT
TpeboBanuss crtangaptoB RFC k creky TCP/IP. Oro mno3BosiseT HapyUIMTENO YAaJeHHO
uneatudunupoars tun OC, ycranoBieHHod Ha xocte MCIIJIH myTeM MOCBUIKH CIECIHATBLHBIM
o0pa3oM cQOpPMHUpPOBAHHBIX 3allPOCOB M aHalU3a [OJyYEHHBIX OTBETOB. CyIIECTBYIOT
CIeLMAJIbHBIE CPEACTBA, PEaTN3yIOlIUe JTaHHbIe METOJbI, B yacTHOCTU, Nmap u QueSO. MoxHO
OTMETHUTh TaKXke Takoil metoj onpenenenus tuna OC, Kak MPOCTEHIINI 3apOC HA YCTaHOBJICHUE
COCMHEHHUSI TIO0 MPOTOKONY YyAaJdeHHOro noctyma telnet (telnet-coemuHenus), B pe3ynbTare
KOTOpPOr0 IO «BHEHIHEMY BHUIY» OTBeTa MOXHO onpeneauts tun OC xocra. Hamuuune
OIIPEIECNIEHHBIX CEPBUCOB TAKKE MOXKET CIYXHUTh JOMOJHUTEIbHBIM IPU3HAKOM JJISl ONpEAeICHUs
tuna OC xocTa;

B) 0 GYHKIMOHHUPYIOUIMX HAa XOCTax cepBucax. OnpeneneHne cepBUCOB, HCIIOTHIEMBIX Ha
XOCT€, OCHOBAaHO Ha METOJI€ BBISBICHUS «OTKPBITBIX TIOPTOB», HANpaBlIEHHOM Ha cOop
uH(popMalMu O JAOCTYNHOCTH XocTta. Hampumep, mist ompenenenus aoctynHocty UDP-nopra
HE00X0/IMMO IMOJyYUTh OTKJIMK B OTBET Ha nocbuiky UDP-makera cooTBeTCTBYIOLIEMY NOPTY: €CIIU
B otBeT mpumnuio coobmenne ICMP PORT UNREACHEBLE, To cooTBeTcTBYIOMIU CEpPBUC
HEJIOCTYIIEH; €CIM JaHHOE COOOIIeHHWEe HEe MOCTYNHJIO, TO MOPT «OTKPBIT». B0O3MOXXHBI BechMma
pazHooOpa3Hble BapualMy HCIOJIb30BAaHUS STOrO METOAA B 3aBUCHMOCTH OT HCIOJIB3YEMOTO
npoTtokosia B creke npotokonoB TCP/IP. JIna aBromarusauuu c6opa mHpopmanuu o6 MCIIIx
pa3paboTaHO MHOMKECTBO IPOTPaMMHBIX CpeAcTB. B KkadecTBe mpuMepa MOKHO OTMETHUTH
CIIEYIOIINE U3 HUX:

1) Strobe, Portscanner — oONTUMH3MPOBAHHBIC CpPEACTBA ONPENCICHHUS JOCTYITHBIX
cepBHCOB Ha ocHOBE ornpoca TCP-nopros;

2) Nmap — cpencTBo CKaHMpOBaHHS TOCTYITHBIX CEPBUCOB, mpenHa3HadeHHoe miusi OC
Linux, FreeBSD, Open BSD, Solaris, Windows NT. fIBnsieTcsi cambIM HOIyISPHBIM B HACTOSIIEE
BpEMsI CPEACTBOM CKaHUPOBAHUSI CETEBBIX CEPBHUCOB;

3) Queso — BricokoTOoYHOE cpencTBO ompeneneHus OC XxocTa ceTd Ha OCHOBE MOCBHUIKH
Henu KOPPEeKTHbIX M HeKoppeKTHbIX TCP-makeToB, aHamu3a OTKIMKA W CpPaBHEHHS] €ro C
MHOKECTBOM M3BECTHBIX OTKIMKOB pa3anyHbix OC. J[aHHOE CpEeACTBO TakkKe SBISAETCA
MOMYJISIPHBIM Ha CETOAHSIIHUN JeHb CPEICTBOM CKaHUPOBAHUS;

4) Cheops — ckaHep TOIOJIOTHH CETH TO3BOJISIET MOJYYUTh TOIOJOTHIO CETH, BKIIOYAs
KapTUHY aomeHa, obnmactu IP-aapecoB u T.n. Ilpu stom ompenensercs OC xocta, a Takxke
BO3MOYKHBIE CETEBBIE YCTPOICTBA (IPUHTEPHI, MAPIIPYTHU3ATOPHI U T.1.);

5) Firewalk — ckanep, MCHOJB3yIOUIMI METOJBI MPOTPaMMbI traceroute B HHTEpecax
aHanmu3a OTKIMKa Ha [P-makeTsl ais ompeneneHus KOH(QUIypallud MEXCETEeBOro HKpaHa U
ITOCTPOEHHUS TONOJIOTMH CETH.

Ha »rtame BTOp)KEHMsI HCCIENYETCSl HAJIWYUE THUIOBBIX YA3BUMOCTEH B CHCTEMHBIX
CEpBHCAX WM OUIMOOK B aIMUHUCTPUPOBAHUH CHUCTEMBI. Y CIIEHIIHBIM PE3YJIbTaTOM HCIOIb30BaHUS
yS3BUMOCTE OOBIYHO SBISETCS IMOJYYEHHE IMPOLECCOM HapYIIUTENS MPUBHIETUPOBAHHOTO
peKHMMa BBIMOJHEHHUS (JOCTyNa K TMPUBUJIETUPOBAHHOMY PEXKHUMY BBINOJIHEHHUS KOMAaHJHOTO
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npolieccopa), BHECEHHE B CHCTEMY YUETHOM 3alIMCH HE3aKOHHOT'O T0JIb30BaTeNs, MOTydeHue Qaiina
napoJsiei Uil HapyleHrue paboToCoCOOHOCTH aTaKyeMOro X0CTa.

DTOT 3Tan pa3BUTHA YTPO3bl, KaK MpaBuio, sBisgercss MHorogasueiM. K (azam mporecca
peain3alnuu yrpo3bl MOTYT OTHOCUTBCS, HAIIPUMED:

YCTAHOBJICHHE CBSI3U C XOCTOM, OTHOCHTEIBHO KOTOPOTO PEaJM3yeTCsl yrpo3a; BBISBICHUE
ySI3BUMOCTH;

BHEIPEHHE BPEIOHOCHO NMPOrpaMMbl B HHTEpecaxX paclIMpeHHs MPaB U JIp.

VYrpo3sl, peanu3yeMble Ha 3Tane BTOPKEHHS, MOAPA3AEISAIOTCS IO YPOBHAM CTeKa
npotokosioB TCP/IP, mockonbky (GOpMHPYIOTCS Ha CETEBOM, TPAHCIIOPTHOM WJIHM TPHKJIATHOM
YPOBHE B 3aBUCUMOCTH OT UCIIOJIb3yEMOT0 MEXaHU3Ma BTOPKEHUSI.

K TunoBbIM yrposam, peain3yeMbIM Ha CETE€BOM M TPAHCIIOPTHOM YPOBHSX, OTHOCSTCS
TaKHe Kak:

a) yrpo3a, HalpaBJIeHHAsl Ha TTOIMEHY JOBEPEHHOTO 00BEKTa;

0) yrposa, HanpaBJieHHAs Ha CO3[JaHUE B CETH JIOXKHOTO MapIIPyTa;

B) YIrpo3bl, HANpaBICHHbIE HA CO3JaHUE JIOKHOTO OOBEKTa C HCIOJIB30BAaHHEM
HEJOCTaTKOB aJITOPUTMOB yIaJICHHOT'O MTOKCKA;

I) Yrpo3bl THIIAa «OTKa3 B OOCIYXHBaHWW», OCHOBaHHbIE Ha IP-medparmenranmu, Ha
dopmupoBanuu HekoppekTHbIX ICMP-3ampocoB (Hanpumep, ataka «Ping of Death» u «Smurf»), Ha
dbopmupoBannu HekoppekTHbIX TCP-3ampocoB (ataka «Land»), Ha CO3JaHUM «IITOPMAY IMAKETOB C
3anpocamu Ha coeauHenue (ataku «SYN Floody») u ap.

K TtumoBsIM yrposam, peanu3yeMbIM Ha MPUKIAJTHOM YPOBHE, OTHOCATCS YTPO3BI,
HaIpaBlIEHHbIE HA HECAHKIMOHUPOBAHHBIN 3ayCK MPUIIOKEHUH, Yrpo3bl, pearn3anus KOTOPBIX
CBSi3aHA C BHEJAPEHHEM IPOTPAMMHBIX 3aKJIaJOK (THUIA «TPOSHCKHA KOHB»), C BBISBICHUEM
napoJsiei JocTyna B CeTh WIH K OMPEIeICHHOMY XOCTY U T.J.

Ecmu peanmsanust yrpo3sl HE TpUHECTa HAPYNIMTENIO HAWBBICIIMX MpaB JOCTyNa B
cUCTeME, BO3MOXKHBI TMOMNBITKU PACHIMPEHHSI 3TUX MPAB JI0 MAKCUMAJIBHO BO3MOXHOI'0 ypoBHs. J{is
ATOTO MOTYT HCIOJB30BATHCS YSI3BUMOCTH HE TOJBKO CETEBBIX CEPBUCOB, HO M YS3BHMOCTH
CHCTEMHOr0 porpaMMHoro odecneuenust xocros UCIIaH.

Ha »srame peanm3anyuy HECAaHKIIMOHMPOBAHHOTO JIOCTYIA OCYIIECTBISIETCS COOCTBEHHO
JOCTHDKEHUE LIEH pealu3alun yrpo3sl:

HapylIeHne KOHPUACHIINAIBHOCTH (KOMTMPOBAaHUE, HEMIPABOMEPHOE PACIIPOCTPAHCHHUE);,

HapylleHHe [EeJIOCTHOCTU (YHUUTOXKEHNE, U3MEHEHUE);

HapylIeHHe JOCTYMHOCTH (OJI0KHpPOBaHUE).

Ha »tom e srame, mocie yKa3aHHBIX JEMCTBUHM, Kak MpaBuiio, (opMupyercs Tak
Ha3bIBaEMbIl «UEPHBIA BXOA» B BHJE OJHOTO U3 CEPBHCOB (JIEMOHOB), OOCIY)KHBAIOIIHUX
HEKOTOPBI TMOPT M BBINOJHAIONIMX KOMaHIbl HapymuTens. «YEpHbI BXOm» OCTaBisSeTCS B
CHCTEeME B HHTEpecax 00eCTIeYCHNS:

BO3MOKHOCTH TOJYYUTh JOCTYH K XOCTy, JaK€ €Clid aJMUHUCTPATOp YCTPaHMUT
WCTIOJIB30BaHHYIO ISl YCTICITHOW pean3aiiy yrpo3bl yI3BUMOCTD;,

BO3MOKHOCTH TOJIYYUTh JJOCTYIT K XOCTY KaK MOXHO 00Jiee CKPBITHO;

BO3MOYKHOCTH TIOJIYYHTh JOCTYI K XOCTy OBICTpO (HE TOBTOpSISi 3aHOBO IpoOIlecc
peanu3alyy yrpo3sl).

«YEpHBII BXOI» MO3BOJSET HAPYIIMTENIO BHEAPUTH B CETh HJIM Ha OINPENEICHHBIA XOCT
BPEIOHOCHYIO NPOTrpaMMy, HallpuMep, «aHanum3atop napodeit» (password sniffer) — mporpammy,
BBIJICIISTIONIYIO TTOJTb30BATEbCKAE UACHTU(UKATOPHI U MApOJId U3 CETEBOTO Tpaduka Mmpu padoTe
IPOTOKOJIOB BBICOKOTO ypoBHs (ftp, telnet, rlogin u T.1.). O0bekTaMU BHEAPEHUS BPEIOHOCHBIX
pOrpaMM MOTYT OBITh MPOTpaMMbl ayTeHTU(UKALUNA U UIEHTU(PUKALIUN, CETEBbIE CEPBUCHI, PO
OTIEpALIMOHHOM cuCTeMBl, (hailioBas cuctema, OMOINOTEKH U T.1.

Hakonern, Ha 3Tane JUKBHIALMU CIEAOB peaju3allii YIpo3bl OCYIIECTBISETCS MOMBITKA
YHUYTOXXEHUS CJIEIOB ACUCTBUM HapymmTens. [Ipu 3ToM yaansioTcsi COOTBETCTBYIOIIUE 3aITUCH U3
BCEX BO3MOXKHBIX KYPHAJIOB ay/IMTa, B TOM YHCIIE 3amucH O (pakTe coopa nHpOpMaIIHH.
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4.5. OBIIIASI XAPAKTEPUCTHUKA YT'PO3 ITIPOTPAMMHO-MATEMATHYECKHAX BO3JIEUCTBUI

[IporpaMMHO-MaTEMaTUYECKOE  BO3JAEHCTBUE — 3TO  BO3JACHCTBHE C  IOMOLIBIO
BPEIOHOCHBIX HporpamM. [Iporpammoii ¢ MOTEHUMAIBbHO OMNACHBIMH IOCJHEICTBUAMU WIN
BPEIOHOCHON MpOrpaMMol Ha3bIBalOT HEKOTOPYI0 CaMOCTOATEIbHYIO Mporpammy (Habop
MHCTPYKLUH), KOTOpas CrnocoOHAa BBIMOMHATH JHO0OE HEMyCTOE IOJMHOMXKECTBO CIEAYIOIINX
GyHKIHHA:

CKPBIBATh IIPU3HAKU CBOETO IIPUCYTCTBUS B IPOIPAMMHOM Cpesie KOMIIBIOTEPA;

o0nanaTe CIOCOOHOCTBIO K CaMOAYOJIMPOBAHMIO, ACCOLUMHUPOBAHUIO ceOS C APYrUMHU
nporpaMMamMi U (WJIH) MEPEHOCY CBOMX (PparMEeHTOB B MHBIC O0JIACTH ONEPATUBHOW MIIM BHEIIHEH
NaMsTH;

pa3pymarh (MCKaXkaTh MPOU3BOJILHBIM 00pa30M) KOJ IPOrPaMM B ONEPATUBHON MaMSATH;

BBIMIONHATh 0€3 MHHUIMHPOBAHUS CO CTOPOHBI MOJIb30BaTeNsl  (IOJIb30BATEILCKOM
OpOTpaMMbl B INTaTHOM pPEXHME €€ BBINOJHEHUS) IECTPYKTHBHBIC (DYHKIUH (KOIMUpPOBAHHE,
YHUUTOKEHUE, OJTOKUPOBaHUE U T.11.);

COXpaHATh (parMeHThl MH(POPMAIMK U3 ONEPATHBHON MaMSITH B HEKOTOPBIX 00JACTAX
BHEIIHEH MaMATH IPsIMOTo JOCTyMa (JIOKaIbHBIX WM yIAICHHBIX);

MCKa)XaTh TPOU3BOJBHBEIM 00pa3oM, OJIOKMpOBaTh W (WJIM) TOAMEHSTH BBIBOJUMBINH BO
BHEIIHIOIO MaMATh WM B KaHAJ CBsI3W MaccuB HH(oOpmanuu, oOpa3oBaBIIMIICS B pe3yibTaTe
pabOoThI MPUKJIAJHBIX IPOIPaMM, MIIU YK€ HAXOAIIMECS BO BHELIHEH MaMsITH MacCUBbI IaHHBIX.

Bpenonocubie mporpaMmbl MOTYT OBITh BHECEHBI (BHEAPEHBI) KaK MPEAHAMEPEHHO, TaK U
clIy4yaliHO B mporpammHoe obecrieuenue, ucnoiszyemoe B MCII/H, B mpoiiecce ero pa3padoTKu,
COMPOBOXKACHUS, Moauukanuu U HacTpoiku. Kpome 3TOro, BpemoOHOCHBIE MPOTrpamMMbl MOTYT
ObITh BHeceHbl B mporecce dkcruryatanuu MCII/In ¢ BHemHuX Hocutened MHGOPMALMH WIA
IIOCPEACTBOM CETEBOr0 B3auMoJeicTBus Kak B pesynaprate HC/I, Tak u ciy4aiiHO 10JIb30BaTENsIMU
NCTI/n.

CoBpeMeHHbBIE BpPEJOHOCHBIE NPOTPaMMbl OCHOBAaHBl HAa MHCIIOJIB30BAaHUM YSI3BUMOCTEU
pa3IMuHOTO poOJia TMPOrpaMMHOTO obecreueHuss (CHUCTEeMHOro, OOIero, TMPUKIAIHOTO) |
pa3sHOOOpa3HBIX CETEBBIX TEXHOJOTMH, O00NagaroT IMMIUPOKUM CHEKTPOM  JIeCTPYKTHBHBIX
BO3MOXXHOCTEH  (OT HECAaHKIIMOHUPOBAHHOro wuccienoBaHus napamerpo HWCIIJln  6e3
BMematenscTBa B ¢yHkunonupoanue WCII[AH, no yHuutoxenus II/IlH um mnporpammuHoro
obecneuenus WCIIJIH) u Morytr neiicTBoBaTb BO BCEX BUJAX HPOrpaMMHOr0O 0OecreyeHHs
(cucTeMHOro, MPUKJIAJAHOTO, B IpaiiBepax anmapaTHOro 00ecreueHus U T.11.).

Hanmuuue B MCII/IH BpeaOHOCHBIX HMpOrpaMM MOXKET CIOCOOCTBOBAaTh BO3HMKHOBEHHIO
CKPBITBIX, B TOM YHCJ€ HETPAJUIMOHHBIX KAaHAJIOB JAOCTyNa K HH(OpMAaIUH, MO3BOJISIOLINX
BCKpBIBaTh, 00XOAUTh WM OJOKHPOBATh 3alIUTHBIE MEXAHU3MBbI, PEIYCMOTPEHHBIE B CUCTEME, B
TOM YHCJI€ MTAPOJIbHYIO U KPUNTOTPapUUECKYIO 3aIIUTY.

OCHOBHBIMU BUJaMH BPEIOHOCHBIX MPOTPAMM SIBIISIFOTCSI:

IIPOrpaMMHBIE 3aKJIa/IKH; KIAaCCUYECKUE MPOrpaMMHbIE (KOMIIBIOTEPHBIE) BUPYCHI;

BPEIOHOCHBIE MPOTrPaMMBbl, PaCIPOCTPAHSIOIINECS MO CETHU (CETEBbIE YEPBH);

JpyTH€ BPENOHOCHBIE POTrpaMMBbl, IpeHa3HaueHHbIe 171 ocymecTsiaeHuss HC/I.

K mporpaMMHBIM 3akiagkaM OTHOCSITCSI MPOTpaMMbl, ()parMeHThl KOJa, WHCTPYKIUH,
dbopmupyrole HeACKIapUPOBAHHBIE BO3MOXHOCTH MPOrPaMMHOI0 oOecriedeHus. BpenoHocHbie
IpPOrpaMMbl MOTYT TEPEXOIUTh W3 OJHOTO BUJAa B JIPYrod, HalpuMmep, MpOrpaMMHas 3akKiajaka
MOJKET CT€HEpUPOBATh NPOTPAMMHBIN BUPYC, KOTOPBIM, B CBOKO OYepelb, MONAB B YCIOBUS CETH,
MOKET c(hopMHpPOBATH CETEBOTO YEPBS WU JIPYTYI0 BPEJIOHOCHYIO MPOrpamMMy, MpeIHa3Hau€HHYIO0
st ocymectBienuss HC/I.

Kinaccudukanmsi mporpaMMHBIX BUPYCOB M CETEBBIX YEPBEH MpeACTaBiIeHa HA PUCYHKe 14
(ctp.44). Kparkas xapakTepuCTUKa OCHOBHBIX BPEIOHOCHBIX IPOrpaMM CBOJMUTCS K CIEIYIOIIEMY.
3arpy304Hble BUPYCHI 3aMMMCHIBAIOT ce0s TMOO B 3arpy304HbIN ceKTOp aucka (boot-cektop), 1o B
CEKTOp, COJAepIKAIUi CHUCTEMHBIA 3arpy3uuk BuH4ectepa (Master Boot Record), mubo menstor
yKazareiab Ha aKTUBHBIA boot-cekTop. OHU BHEAPAIOTCS B MaMATh KOMIIBIOTEpa NPHU 3arpyske ¢



23

UHQHUIMPOBAHHOTO AMCKA. IIpM 3TOM CHUCTEMHBIA 3arpy3udK CUMTBIBAET COAEPKUMOE MEPBOTO
CEKTOpa JHCKa, C KOTOPOTro MPOM3BOAMTCA 3arpy3ka, MOMELIAeT CYUTAHHYIO HHQPOpPMAIUIO B
namsaTh M IepefaeT Ha Hee (T.e. Ha BUpYyC) ymnpasieHue. llociae 3Toro HauMHaIOT BBIIOJIHATHCS
MHCTPYKIMU BUpYCa, KOTOPBIH, KaK MPaBUJIO, YMEHbIIAeT 00beM CBOOOJHOMN MaMsTH, KOMUPYET B
0CBOOO/MBIIICECS MECTO CBOM KOJA M CUMTBIBAET C JHUCKA CBOE NPOJOJDKEHHE (€CTU OHO €CTh),
nepexBaThIBacT He0OXoauMbIe BekTopa npepbiBanuii (00b14HO — INT 13H), cunThiBaeT B maMsaTth
OpPUTHHAIBHBIA bOOt-CEKTOP U MepeIaeT Ha HeTO yIpaBJICHHE.

B nanbHeiiieM 3arpy304Hbiii BUPYC BEAET ceOsl Tak ke, Kak (aiIoBBIN: MEpEeXBaThHIBACT
oOpalieHus: ONepaloOHHON CUCTEMBI K TUCKaM M MHQUIMPYET MX, B 3aBUCUMOCTU OT HEKOTOPBIX
YCIIOBUM  COBEpIIAeT JECTPYKTUBHBIE JIEWCTBUS, BBI3BIBAET 3BYKOBBbIE d(QexTsl  wim
BUACOdPPEKTHI.

OCHOBHBIMU ~ JIECTPYKTUBHBIMH  JICHCTBUSIMHU, BBIMIOJHAEMBIMH STUMH  BHPYCAMH,
ABJISIOTCS:

YHUUYTOKEHUE UH(POPMAIH B CEKTOpaxX AUCKET U BUHYECTEPa;

HCKJIIOUEHHE BO3MOXHOCTH 3arpy3KU ONEPALMOHHON CUCTEMBI (KOMIIBIOTED «3aBHCAET);

HCKa)KEHUE KOJ1a 3arpy34yHKa;

(dbopmaTupoBaHUE TUCKET WM JIOTUIECKHUX TMCKOB BUHYECTEPA;

3akpbiTHe nocryna k COM- u LPT-noptam; 3aMeHa CUMBOJIOB IIPH M€YaTH TEKCTOB;

MOJICPTUBAHUS YKPAHA;

W3MEHEHHUE METKHU JAMCKA UITU IUCKETHI;

CO3/1aHKE NICEBAOCOONHBIX KIIACTEPOB;

CO3/1aHK€ 3BYKOBBIX M(MJIK) BU3YyalbHbIX 3¢ (eKToB (Hanmpumep, najeHue OyKB Ha SKpaHe);

nopya (ailyioB JaHHBIX; Iepe3arpy3Ka KOMIbIOTEPA;

BBIBOJI HA DKPaH Pa3HOOOpa3HBIX COOOIICHMIA;

OTKJIIOUEHHUE NIepu(EepUIHBIX YCTPOMCTB (HapUMep, KiIaBUaTypbl);

W3MEHEHHE MAaJIUTPbl HKpaHa; 3aloJHEHHWE OHKpaHa IOCTOPOHHUMH CHMBOJIAMH WIIH
M300paKCHUSIMU;

noraiieHue SKpaHa 1 MepeBo B PEKUM 0XKUaHUS BBOJIA C KJIABUATYPBI;

mu(poBaHNEe CEKTOPOB BHHUYECTEPA; BHIOOPOYHOE YHUUTOKEHHUE CHMBOJIOB, BBIBOJMMBIX
Ha 9KpaH IpHu Habope C KJIaBUaTypbl; yMEHbILIEHHE 00beMa ONepaTUBHON MaMsTH;

BBI30B II€YATH COJAEPKUMOTO 3KPAHa;

OJIOKMpPOBAHUE 3aIHMCH Ha JTUCK; YHUUTOKeHUe Tabnuibl pazouenus (Disk Partition Table),
MOCJI€ 3TOr0 KOMIIBIOTEP MOXKHO 3arpy3UTh TOJIBKO C (DIONMH-TUCKA;

OJIOKMPOBAHHUE 3aITyCKa HCIIOIHAEMBIX (PaiiiIoB;

OJIOKMPOBAaHKE JOCTYIa K BUHUECTEPY.

BosibIIIMHCTBO 3arpy304HBIX BUPYCOB ME€PE3aNUChIBaIOT ce0s Ha (DIOMMU-AUCKH.

@aiiyoBbIe BUPYCHl NPU CBOEM pPa3MHOKEHHHM TEM HJIM HWHBIM CIHOCOOOM HCIIONB3YIOT
¢aiinoByto cucreMy Kakoi-nmu60 onepanoHHol cucteMsl. [1o criocody 3apaxenus (haitioB BUPYCHI
JendaTcs Ha 3aMeniaromue («overwriting»), mapasutuueckue («parasiticy), KOMIIaHbOH-BUPYCHI
(«companion»), «link»-Bupychl, BHPYCBHI-YEPBU W BHUPYCHI, 3apakaloline OOBEKTHBIC MOJIYIIH
(OBJ), oubnuotexu komnuiaaTopoB (LIB) 1 ucxoHbIe TEKCTHI IPOTPAMM.

Merton 3apakeHus: «overwriting» sBisieTcsi Hanbosee MPOCTHIM: BUPYC 3allUChIBAET CBOU
KOJI BMECTO KoJla 3apakaeMoro (haiiya, yHMUTOXasl €ero cojepxumoe. EcTecTBeHHO, UTO MpU 3TOM
¢aiin nmepectaer paboTaTh U HE BOCCTaHABIMBAETCS. Takue BUPYChl OUYEHb OBICTPO OOHAPYKHUBAIOT
cebsl, Tak Kak ollepaliMoHHas CUCTeMa U MPUJIOKEHHS JI0BOJIBHO OBICTPO MepecTaroT paboTaTh.

K mapaszutudeckuM OTHOCATCS Bce (ailloBble BHPYCHI, KOTOPbIE MPH PaclpOCTpaHEHUN
CBOMX KOMHH 0053aTEIIBHO W3MEHSIOT COAEpX)UMOE (paiioB, OCTaBisis caMu (Dailibl MPU ATOM
MOJHOCTBIO MJIM YAaCTHYHO PaboTOCIOCOOHBIMH. OCHOBHBIMU THIAMU TaKUX BHUPYCOB SIBIISIOTCS
BUPYCHI, 3allMChIBAIOIINECS B Ha4ajo, CepeuHy Win KoHell (aiinoB. OTAEIbHO CleayeT OTMETUTh
JIOBOJILHO HE3HAUUTENBHYIO TPYNIY Mapa3sUTHUYECKUX BHUPYCOB, HE HMEIOIIMX «TOYKH BXOHa»
(EPO-Bupycer — Entry Point Obscuring viruses). K HUM OTHOCSTCS BHPYCHI, HE 3alHCHIBAIONINC
KOMaHAy niepefadn ynpasieHus B 3aronoBok COM-daitnos (JMP) u He u3MeHSIONTINE aipec TOYKH
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crapta B 3aroiioBke EXE-aiinos. Takue BUpPYCHI 3alIUCHIBAIOT KOMaHAY MEpPeXoJia Ha CBOW KO B
Kakoe-11M00 MecTo B cepelluHy (aiiia ¥ Moay4aroT YIpaBiIeHUE HE HEOCPEICTBEHHO NP 3aIlycKe
3apakeHHOTO (paiiya, a MpHU BBI30BE MPOLIEAYPHI, COACpKAIICH KO Iepeadn yIpaBIeHUs Ha TEJIO
Bupyca. IlpuueM BBINOJHATBCA 3Ta MPOLEAYypa MOXET KpaliHe peako (Hampumep, IpU BbIBOJE
cooOuieHnss 0 Kakoi-nmmOo crenupuueckoil ommoOke). B pesynprare BUPYC MOXKET JOJTHE TOIBI
«craThb» BHYTpPHU (ailyia U NposBUTH Ce0s1 TOJIBKO MPU HEKOTOPBIX OTPAHUYEHHBIX YCIOBHSIX.

K karteropum «KOMIIaHBOH» OTHOCATCS BUPYCHI, HE U3MEHSIOIIME 3apakacMble (ailibl.
Anroput™ paboThl ITUX BUPYCOB COCTOMT B TOM, YTO Ul 3apaxkaeMoro (Qaiina coznaercs aiin-
JIBOWHUK, IPUYEM IIPH 3aITyCKe 3apaXCHHOTO (aiiyia yrpaBieHHe MOIy4aeT HIMEHHO 3TOT JBOWHUK,
TO ecTb BHUpyc. Hamboree pacmpocTpaHeHbl KOMIAHbOH-BUPYCHI, HCIOJb3YIOIIUE OCOOEHHOCTH
DOS nepBbiM BbIMONHATE (aiinsl ¢ pacmupenuem .COM, eciau B 0HOM KaTajuore MpUCYTCTBYIOT
nBa (baityia ¢ OTHUM M TEM K€ UMEHEM, HO pa3inyHbIiMHU pacmupeHusMu umenn — .COM u .EXE.
Takue Bupycol coznator s EXE-gaitioB Qailyibl-cliyTHUKH, UMEIOLIUE TO K€ CaMO€ MM, HO C
pacmupennem .COM, nanpumep, 1is ¢daiina XCOPY.EXE co3maercs daitn XCOPY.COM. Bupyc
sarmuceiBaeTcss B COM-¢aiin u Hukak He n3menser EXE-daitn. [Tpu 3amycke takoro daitma DOS
nepBbIM 00HAPYKUT U BBIMONIHUT COM-(aiin, To ecTh BUpYyC, KOTOPbIH 3aTeM 3anmycTtuT u EXE-
¢aitn. Bropyio rpynmny cocTapisilOT BUPYChI, KOTOPBIE IIPU 3apa)XEHUH [1E€pPEUMEHOBBIBAIOT (ailil B
Kakoe-mubo Jpyroe MMs, 3allOMUHAIOT ero (s MOCIeAYHOIIero 3amycka (ailna-xo3siMHa) U
3aMMCBIBAlOT CBOHM KOJ Ha IUCK IO/ MMEHEM 3apakaemoro (aina. Hanpumep, daiin XCOPY.EXE
nepeumeHoBbiBaeTcss B XCOPY.EXD, a Bupyc 3anuceiBaerca noa umenem XCOPY.EXE. Ilpu
3alycKe yIpaBJeHUE MOJydaeT KOJ BHpyca, KOTOPBIA 3areM 3amyckaer opuruHaibHbii XCOPY,
xpansmmiics noa umeHeM XCOPY .EXD. MuTepecer TOT ¢akrt, 4To JaHHBIM METOJ paboTaer, Io-
BUJIMMOMY, BO BCEX OIEPAI[MOHHBIX CUCTEMax. B TpeThio TpyIimy BXOST Tak Ha3biBacMbie «Path-
companion» BUpychl. OHU MO0 3aMUCHIBAIOT CBOM KOJ MOJ MMEHEM 3apaxkaemoro (aiina, HO
«BBILIE» HA OJIUH YPOBEHb B NponuckiBaeMbIX NyTax (DOS, Takum oOpa3om, nepBsIM 0OHAPYKUT U
3anycTuT Qaia-supyc), 1100 nepeHocsr ¢ailyi-KepTBy Ha OJMH MOAKATAJIOT BhIIIE U T.J.

Bo3MOXkHO cyliecTBOBaHUE U JAPYTUX TUIIOB KOMIAHBOH-BUPYCOB, MCIOJIB3YIOUIUX HHbBIE
OpPUTHHAJIbHBIE U/IEU WM OCOOCHHOCTH APYTHX ONEPALMOHHBIX CUCTEM.

@aiinoBele 4epBU (WOrms) SIBJISIOTCS, B HEKOTOPOM CMBICIIE, Pa3HOBHUIHOCTBHIO
KOMITAaHbOH-BUPYCOB, HO TPU 3TOM HUKOUM OOpa3oM HE CBS3BIBAIOT CBOE NMPHUCYTCTBHUE C KAKUM-
100 BBIMONHSIEMBbIM (aiioM. [Ipu pa3sMHOXKEHHH OHU BCETO JIUIIb KOMUPYIOT CBOM KOJI B KaKue-
a00 KaTaJoru JUCKOB B HAJAEXIE, YTO 3TH HOBbIE KONHMM OyAyT KOrjaa-inbo 3amyllieHbl
nosb3oBareneM. MHorma 3T BHpYyChl JAIOT CBOMM KONUSIM «CHEIHAIbHBIE» HMEHA, YTOOBI
NOATOJIKHYTh IIOJIb30BaTeIsl Ha 3amyck cBoed komuu — Hanpumep, INSTALL.EXE wm
WINSTART.BAT. Cy1iecTByIOT BUPYCHI-UEPBH, MUCIOJIB3YIOIINE JOBOJILHO HEOOBIYHBIE MPUEMBI,
HanpuMep, 3amnuchbiBatonie cBon konuu B apxuBbl (ARJ, ZIP u npoune). Hekoropsie BHpyCHI
3aMKChIBAIOT KOMaHy 3amycka 3apaxeHHoro ¢aitia B BAT-¢aiinsl. He cnenyer nyrath (daiinoBbie
BUPYCBI-UEPBH C CETEBBIMHM 4epBsAMH. [lepBble HCIOJIB3YIOT TOJIBKO (ailioBble QYHKIUU KaKoOii-
a1M00 ONEepallMOHHOM CHUCTEMBl, BTOPBIE K€ IMPU CBOEM pPAa3MHOKEHUU IOJIb3YIOTCS CETEBBIMU
IIPOTOKOJIAMH.

Link-Bupychl, Kak ¥ KOMIAHbOH-BUPYCBI, HE H3MEHSIOT (U3UYECKOTO COJIEPNKHMOTO
¢aiinoB, oJJHAKO MPH 3aIycKe 3apaxeHHOro ¢aitna «3actapisatoT» OC BBINOIHUTH CBOM KOJA. DTOM
1€ OHU JIOCTUTAIOT Mou(HKaIeld HeoOXOAMMBIX TT0JIeH (DaiIOBOM CUCTEMBI.

Bupycsl, 3apaxatomye OUOIMOTEKH KOMIMISTOPOB, OOBEKTHBIE MOAYJIM U HCXOIHBIE
TEKCTbl TPOrpamMM, JOCTATOYHO 3K30THMYHBI M TPAKTHUYECKH HE pacHpocTpaHeHbl. Bupycsl,
3apakatone OBJ- u LIB-aiinsl, 3anMCchIBalOT B HUX CBOM KOJ B (hopMaTe OOBEKTHOTO MOAYJIS
WM OMOIMOTEKH. 3apaKeHHBIN (aits, TakKuM 00pa3oM, HE SBISICTCS BBIMOJIHSIEMBIM U HE CIIOCOOCH
Ha JajibHENIIee pacpOCTPaHEHUE BUPYCa B CBOEM TEKYILEM cocTosiHuU. Hocurenem e «KUBOro»
Bupyca cranoButcsi COM- unu EXE-daitn.

[TonmyuuB ynpasieHnue, (paiaoBblii BUPYC COBEpIIACT CIEAYIONINE O0IINe ACHCTBUS:

IIPOBEPSAET ONEPAaTHUBHYIO NaMsTh Ha HaJM4YUEe CBOEW KONMM M HMHQUIUpPYET NamsTh
KOMIIBIOTEpA, €CJIM KOINHMs BHpyca HE HaillieHa (B cilydae, €Clii BUPYC SIBISETCS PE3UIEHTHBIM),
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UILET He3apaXeHHbIC (Paliibl B TEKYLIEM U (UJIM) KOPHEBOM KaTajiore IMyTeM CKaHMPOBaHUS JepeBa
KaTaJIOrOB JIOTMUECKUX JIMCKOB, a 3aTeM 3apa)kaeT oOHapy>KeHHbIE (hailibl;

BBITOJIHSACT JIOTIOJIHUTENIbHBIC (€CIIM OHU €CTh) (PYHKIUU:

» NECTPYKTHBHBIE JEUCTBUS, TpadUUecKue WId 3BYKOBbIE OH(P(PEKTel U  T.1.
(omonHUTENBHBIE (YHKIUH PE3UAEHTHOIO BHpPYCAa MOTYT BBI3BIBATHCS CITYCTS
HEKOTOpOE BpeMs I0C/ie aKTHBHM3allMM B 3aBUCUMOCTH OT TEKYIIErO BPEMEHH,
KOH(HUrypaluyu CHCTEMbl, BHYTPEHHUX CUYETYMKOB BUpYCa WU JPYTUX yCJIOBUH, B
3TOM ciy4yae BUPYC IPH aKTUBU3aLUK 00pabaThIBACT COCTOSIHUE CUCTEMHBIX 4acoB,
YCTaHABJIMBAET CBOU CYETUUKHU U T.11.);

» BO3BpAIllaeT yIpaBJIeHHE OCHOBHOW mporpamme (eciam oHa ectb). Ilapasutnueckue
BUPYCHI TIPU 3TOM JHOO0 JiedaT (aii, BHIMOIHAIOT €ro, a 3aTeM CHOBA 3apaXkaroT,
100 BOCCTaHABIMBAIOT MporpaMmy (HO He (haiiyl) B UCXOAHOM BHUE (Hampumep, y
COM-nporpamMmbl BOCCTaHABIIMBAETCS HECKOJIBKO MEepBBIX 0ailT, y EXE-niporpamMmer
BBIUMCIIICTCSI MCTUHHBIA CTapTOBBIM ajpec, y JpaiiBepa BOCCTaHABIMBAIOTCS
3HAYEHUS a/IPECOB MIPOrPAMM CTPATETHH U NIPEPHIBAHMUS).

Heo6xoauMo OTMETHTH, YTO 4YeM ObICTpee pPacHpOCTpPaHIETCs BHUPYC, TEM BEpOsITHEE
BO3HUKHOBEHUE 3IUJEMHUH 3TOTO BUPYCa, YEM MEJUIEHHEE paCIpOCTPaHSIETCsl BUPYC, TEM CI0KHEE
ero oOHapyXHUThb (€ciid, KOHEUHO K€, 3TOT BHPYC Heu3BecTeH). Hepe3uaeHTHbIE BUPYCHI 4acTo
SIBIISTIOTCSI «MEJUICHHBIMIY — OOJIBIIMHCTBO M3 HUX TPH 3aIyCKe 3apa)kaeT OJUH WK JBa-TpH (aiina
U HE YCIIEBAeT 3all0JOHUTh KOMIBIOTEP A0 3allycKa aHTUBUPYCHOM MpOrpamMMbl (WU MOSIBJICHUS
HOBOW BEpCUM AaHTHUBHMpYCa, HACTPOEHHOM Ha JaHHBIM Bupyc). CylIecTBYIOT, KOHEYHO K€,
HEpPEe3UJICHTHBIE «OBICTPBIE» BUPYCHI, KOTOPBIE MIPH 3aIlyCKe MILYT M 3apa’kaloT BCE BBIIOJIHIEMbIE
Gaiinel, OJHAKO TaKWe BUPYCHl OYEHb 3aMETHBI: MpPH 3alyCcKe KaXKIOro 3apakeHHOro Qaiina
KOMITbIOTEP HEKOTOPOE (MHOTAA JOCTATOYHO JIOJTr0€) BpeMsl aKTUBHO pab0TaeT ¢ BUHYECTEPOM, UTO
nemackupyeT Bupyc. CKOpOCTh pacnpocTpaHeHHs! (MHQUIMPOBAHUS) y PE3UJIEHTHBIX BHUPYCOB
OOBIYHO BBIIIE, YEM y HEPE3UJCHTHBIX - OHM 3apa)xaroT (ailfibl mpu KakuX-1u00 oOpalleHusx K
HUM. B pe3ynbpraTe Ha IHCKE OKa3bIBAIOTCS 3apaKEHHBIMU BCE WJIM MOYTH Bce (hailiibl, KOTOpbIE
MOCTOSIHHO MCTIOJNIB3YIOTCS B paboTe. CKOpOCTh pacrpocTpaHeHHs (MH(GUIMPOBAHUS) PE3UICHTHBIX
(baltIoBbIX BUPYCOB, 3apakalollux (ailsibl TOJBKO MPU UX 3aIyCKEe Ha BBINIOJIHEHUE, Oy/leT HUXKe,
4YeM Y BHpPYCOB, 3apaxkalomux ¢ailibl M Npd UX OTKPBITHM, NEPEUMEHOBAHUHU, H3MEHEHUU
aTpuOyTOB Qaiina u T.1.

Takum 00pa3oM, OCHOBHBIE JECTPYKTHBHbBIE IEHCTBHS, BBINOJHAEMbIE (ailIOBBIMU
BHUpYCaMH, CBSI3aHbl C TMOpakeHHueM (QailyioB (yalle HCIONHIEMbIX WM (DalIoB JaHHBIX),
HECAaHKIIMOHMPOBAHHBIM 3aITyCKOM Pa3IMYHBIX KOMaH[ (B TOM 4Hclie, KOMaH] (opMaTHpOBaHUS,
YHUYTO)XCHUSI, KOTTMPOBAHUS U T.I1.), U3MEHEHHEM TaOJIHUIIBI BEKTOPOB MpEPhIBaHUH U ap. Bmecte ¢
TE€M, MOTYT BBIIOJHATBCS W MHOTHE JI€CTPYKTHBHBIE JEHCTBHS, CXOAHBIE C TEMH, KOTOpHIE
YKa3bIBAIKCH ISl 3aTPY30YHBIX BUPYCOB.

MakpoBupychl (macro viruses) SIBISIIOTCS HporpaMMaMH Ha s3bIKax (MaKpOs3bIKaX),
BCTPOEHHBIX B HEKOTOpbIE CHUCTEMBbI O0pabOTKH JaHHBIX (TEKCTOBBIE PENAKTOPHI, AJIEKTPOHHbBIE
Tabmumbsl W T.A.). s cBOero pa3MHOXEHHMsSI TakhHe BHUPYCHl HCHOJB3YIOT BO3MOXKHOCTHU
MaKpOSI3bIKOB U MPH UX TOMOIIH MEPEeHOCST ce0s U3 OAHOI0 3apaKeHHOTro ¢ailia (ToOKyMeHTa UiIu
Tabmumpl) B apyrue. Haumbosblee pacnpocTpaHeHHE IOJYYWJIM MaKpPOBHUPYCHI Ui IaKkeTa
npUKIaIHBIX Tporpamm Microsoft Office.

Jlnst cyliecTBOBaHUSI BUPYCOB B KOHKPETHOM cucteMe (pelakrope) HeoOX0JUMO HaJHuue
BCTPOEHHOTO B CUCTEMY MaKpOS3bIKa C BO3MOKHOCTSAMU:

1) npuBS3KH MPOrpaMMbl Ha MaKpOS3bIKE K KOHKPETHOMY (ailiy;

2) KOTMPOBAHKS MaKpPOIPOTPaMM U3 OJTHOTO (haiiyia B APyToi;

3) mosyueHHs yIpaBlIeHUS MaKpOIporpaMMoil 0e3 BMeIIaTenbCcTBA IOJIb30BATENS
(aBTOMaTHYECKHE WIIM CTAaHIaPTHBIC MAKPOCHI).

JIaHHBIM YCJIOBHUSIM YIOBJIETBOPSIOT MpHKIagHble mporpammbel Microsoft Word, Excel u
Microsoft Access. Ouu coaepxar B cebe makpos3biku: Word Basic, Visual Basic for Applications.
IIpu sTOM:
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1) MmakponporpaMMbl IPUBSI3aHbI K KOHKPETHOMY (ailily WM HaXoAATCsl BHYTpH daiina;

2) Makpos3bIK I03BOJISIET KOMUPOBATh (ailyibl UM TEepeMellaTh MaKpOIpOrpaMMbl B
ciry>keOHbIe (DaliiIbl CUCTEMBI B pelaKTUpyeMble (haiiibl;

3) npu pabore ¢ ¢dalaoM TMPU ONPEACICHHBIX YCIOBUAX (OTKPBITHE, 3aKPBITHE M T.J.)
BBI3BIBAIOTCS MAaKpONPOTPaMMBbI (€CJIM TaKOBBIE €CTh), KOTOpBIE OIPENEICHbI CIEIHATbHBIM
00pa3oM U UMEIOT CTaHIapTHbIE HMEHA.

JlanHasi OCOOCHHOCTh MAaKpOS3BIKOB IpeIHa3HaueHa JUis aBTOMATHUYECKOW 00paboTKu
JaHHBIX B OONBIIMX OpraHU3alUsAX WM B TJI00AJIbHBIX CETAX M IMO3BOJSET OPraHU30BaTh TaK
Ha3bIBAEMBI «aBTOMATH3UPOBAHHBIN JOKyMEHT0000poT». C Ipyroil CTOpPOHBI, BO3MO>KHOCTH
MaKpOSI3bIKOB TAKMX CHUCTEM IO3BOJISIIOT BUPYCY MEPEHOCUTH CBOM KOJ B ApYyrue Qailiibl U TaKuM
00pa3oMm 3apakaTh HX.

BonbmnHCTBO MaKpOBUPYCOB aKTUBHBI HE TOJIBKO B MOMEHT OTKPBITHS (3aKpbITHS) (aiina,
HO JI0 TeX TOp, MOKa aKTUBEH caM pemaktop. OHU copepkaT Bce CBOM (YHKIMH B BHJIE
crangapTHeix MakpocoB Word/Excel/Office. CymiecTBytoT, 0IHAKO, BUPYCHI, HCIOJb3YIOLINE
IPUEMBI CKPBITHSI CBOETO KOJa M XpaHsIIMe CBOM KOA B BUAE HE MakpocoB. M3BecTHO Tpu
MOJOOHBIX MpHEMa, BCE OHU HCIOJIb3YIOT BO3MOXKHOCTH MaKpOCOB CO37aBaTh, PEAAKTUPOBATH U
UCTIOJIHATH JIpyTue Makpochl. Kak mpaBmiio, momoOHbIE BUPYCHl MMEIOT HEOONbHION (MHOTIA —
noIuMOp(HBII) Makpoc-3arpy3urK BUpYyca, KOTOPBIA BBI3BIBAET BCTPOSHHBIN PEIaKTOP MaKpOCOB,
CO3/1aeT HOBBIM MAaKpOC, 3alOJIHAET €r0 OCHOBHBIM KOJOM BHUpYCa, BBHIMOJHAET W 3aTeM, Kak
MPABUJIO, YHUUTOKAET (UTOOBI CKPBITh ClIE bl MPUCYTCTBUS BUpyca). OCHOBHOM KOJ TAKMX BUPYCOB
NPUCYTCTBYET JIMOO B CamMOM MakKpoce BHpyca B BHAE TEKCTOBBIX CTPOK (MHOTIA —
3au(POBAHHBIX ), TMOO XPAHUTCS B 00JIACTH EPEMEHHBIX JOKYMEHTA.

K cereBeIM OTHOCSTCS BHUPYCHI, KOTOpBIE JJIsI CBOETO pPACIPOCTPAHEHHS AKTUBHO
UCIIONB3YIOT TPOTOKOJIBI W BO3MOXKHOCTH JIOKQJIBHBIX U TI00anmbHBIX ceTeid. OCHOBHBIM
IPUHITUIIOM Pa0OTHI CETEBOTO BUPYCA SIBIISIETCSI BO3MOKHOCTh CAMOCTOSITEIIHHO TIEpeAaTh CBOM KO
Ha YJaJeHHbI cepBep WM pabouyro craHiuio. «[lomHOLEHHBIE» CeTeBble BUPYCHI IPU 3TOM
00JTaaroT emle ¥ BO3MOKHOCTBIO 3aITyCTUTh Ha BBHITIOJTHEHNE CBOW KOJI Ha yJAJIEHHOM KOMITBIOTEpE
WIIH, 110 KpaifHe# Mepe, «IOATOIKHYThY MOJIb30BATEN K 3allyCKY 3apaK€HHOTo (aiina.

BpenonocusiMu nporpammamu, obecnieunBatonumu ocymiectsiienne HCJI, MoryT ObITh:

IIPOrpaMMBI 110100pa U BCKPBITHS Maposiel; IpOrpaMMBbl, pealnu3yIole yrpo3bl;

MPOTpaMMBbl, JEMOHCTPUPYIOIINE HCIIONb30BaHUE HEICKIAPHPOBAHHBIX BO3MOXKHOCTEH
IPOTrPaMMHOT0 U IporpaMMHo-anmnapaTHoro ooecnedenus: MCI1/IH;

MIPOTPaMMBI-T€HEPaTOPbl KOMIIBIOTEPHBIX BUPYCOB;

IIPOrpaMMbl, IEMOHCTPUPYIOLIUE YSI3BUMOCTHU CPE/CTB 3aIUThl HHPOPMALIUU U Jp.

B cBs3u ¢ yclo)KHEHHEM M BO3pacTaHHWEM pPa3HOOOpas3wsi MPOTPaMMHOTO OOECTICYEeHUs
YHCII0 BPEJOHOCHBIX POrpaMM ObICTpo Bo3pacTaeT. Ceroans usBectHo 6osee 120 Thicsd cUrHATYP
KOMITHIOTEPHBIX BUPYCOB. BMecTe ¢ TeM, aneko He BCe W3 HUX MPEACTABISIIOT PEaTbHYIO YTPO3Y.
Bo MHoOrux ciydasx ycTpaHeHHE YSA3BMMOCTEH B CHCTEMHOM WJIM IMPUKIAAHOM IMPOrPAMMHOM
o0ecTieYeHnH TIPUBENIO K TOMY, YTO Psii BPEIOHOCHBIX IIPOTPaMM YyXKe€ HE CIIOCOOCH BHEIPHUTHCS B
HUX. YacTo OCHOBHYIO OMIACHOCTH MPEACTABIISIIOT HOBBIE BPEOHOCHBIE IIPOTPAMMBI.

4.6. OBIIIASI XAPAKTEPUCTHUKA PE3YJIbTATOB HECAHKIIMOHUPOBAHHOI'O NI
CJIYYAHUHOTI'O JOCTYIA

Peanmzanus yrpoz HCJl x wuHOpMamuum MOXET NPUBOAUTH K CIEAYIOIIMM BHIAM
HapymeHus ee 0€30MacHOCTH:

HapyLEHUIO KOH(UACHINAIBHOCTH (KOMMPOBAHNE, HEPAaBOMEPHOE PAaCPOCTPAHEHUE);

HapyIIEHUIO IEJIOCTHOCTH (YHUYTOXKEHUE, U3MCHECHHE),

HapYLIECHHUIO TOCTYITHOCTH (OJIOKUPOBAHHE).

Hapymenne KoH(UIEHIMAIBHOCTH MOXET OBITh OCYHIECTBIEHO B ClIy4ae YTEYKH
uHpOpPMALlMK: KOMHMPOBAHUS €€ Ha OTYY)KJaeMble HOCHTEIM HH(OpMaIMH; Meperayd ee I
KaHaJjiaM Tepeaun JaHHBIX; IPH IPOCMOTPE WM KOIMPOBAHUM €€ B XOJ€ PEMOHTA, MOAU(PUKALIUU
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W YTWIW3alUWd T[POTPAMMHO-ANMAPATHBIX CPEICTB; MPU «COOpKE Mycopa» HapyIIUTEIeM B
npouecce skcrryatanuu UCITIH.

Hapymenne uenoctHocTd WH(GOPMALMKM OCYIIECTBISETCS 3a CUET  BO3JICHCTBUS
(MoauduKaluu) Ha IPOTPaMMBbI U JAHHBIE MOJIH30BATENs, @ TAKKE TEXHOJIOTUYECKYIO (CHCTEMHYIO)
uH(pOpMAIIMIO,  BKIIOYAIONIYI0:  MHKPONPOrpaMMBbI,  JaHHBIE W  JApaiiBepa  YCTPOKHCTB
BBIUMCIIUTENBFHON CHUCTEMbI; MPOTrpaMMbl, JaHHbIE M JApaiiBepa YCTPOMCTB, 00eCHneuHnBarOIIUX
3arpy3Ky OINEpallMOHHON CHCTEMbI; IPOTrpaMMbl U JaHHBIEC (AECKPUITOPHI, OMUCATENH, CTPYKTYPHI,
TaOJIMLBI U T.JI.) ONEPAllMOHHOM CHCTEMBI; IPOTpaMMbl U JTaHHBIE MPUKIAJTHOTO MPOTrPAMMHOIO
obOecrieueHus; NpOrpaMMbl U JIaHHBIE  CHEHUAJIBLHOTO  IPOrpaMMHOrO  0OecleueHus;
MPOMEXKYTOUHBIE (OMEepaTUBHbIC) 3HAYEHHUS MPOrpaMM M JAHHBIX B IIpolecce Ux oO0paboTKu
(uTeHus/3anucy, mpuemMa/nepeavan) CpeCTBaMHU M YCTPONCTBAME BBIYHCIUTEIIBHON TEXHUKH.

Hapymenne mnenoctHoctn wuHpopmaruu B MCIIIH MoxkeT Takke OBITh BBI3BAHO
BHEJIpEHUEM B HEE BPEJOHOCHOM MPOrpaMMbl MPOrPAMMHO-ANIAPATHON 3aKJIAIKA WM
BO3/ICIICTBHEM Ha CUCTEMY 3alIUThl TH(GOPMAIIUU UK €€ SJIEMEHTHI.

Kpome »storo, B UCIIH BO3MOXHO BO3JACHCTBHE HA TEXHOJOTHYECKYIO CETEBYIO
uHpopMalMio, KOTopas MoOKeT oOecneuynBaTh (YHKIIMOHUPOBAHUE PA3IMYHBIX CPEICTB
YIPaBJICHUS BEIYUCIUTEIBHON CETHIO:

» KOH(UTypaiuei ceTw,
» ajpecamMu U MapuIpyTU3anuel nepeaadn JaHHBIX B CETH;
» QYHKIIMOHAIBHBIM KOHTPOJIEM CETH; 0€30MacCHOCThI0 HHPOPMAITUHN B CETH.

Hapymenne nmocrymHoctn wuHpopManuu oOecniedunBaeTcs myTeM  (hopMHUpOBaHUS
(MoguduKalMu) MCXOAHBIX JAHHBIX, KOTOpble NpHU O0O0pabOTKE BBI3BIBAIOT HEMPABHIBHOE
(GYHKIMOHUPOBAHUE, OTKa3bl ammaparypbl WIH 3axBaT (3arpy3Ky) BBIYUCIUTEIBHBIX PECYpPCOB
CUCTEMBI, KOTOPbIE HEOOXOIUMBI JJIsl BBIMIOJIHEHHS IPOTrPaMM U pabOTHI anmapaTyphl.

VYkazaHHbIE JNEHCTBUS MOTYT MPUBECTH K HAPYIICHUIO WM OTKa3y (PyHKIIMOHUPOBAHUS
npakTHdecku Jo0bx TexHuueckux cpencts MCIIH: cpenctB oO6paboTku HHPOpPMAINH; CPEICTB
BBO/1a/BbIBOJIa MH(MOPMAITUH; CPEACTB XpaHEHUs WH(OpMAIIUKY; anmapaTypbl U KaHAJIOB TEpelayu;
CPEICTB 3alUThl HHGOPMAIUH.

5. THITIOBBIE MOJEJIN YI'PO3 BE3OITACHOCTHU NTEPCOHAJIBHBIX JTAHHBIX,
OBPABATBIBAEMBIX B MTHOOPMALIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX TAHHBIX

B 3aBucumoctu ot neneit u coaepxanust oopadorku I1/IH oneparop MOXKET OCYIIECTBIATh
o6pabotky I1/1n B UCII/IH pa3nuyHbIX THIIOB.

[lo cTpykType MHQOpPMAIOHHBIE CHUCTEMBI MOAPA3JENSIIOTCS Ha aBTOMATHU3MPOBAHHBIE
paboune Mecra, JIOKalIbHble MH()OPMAIMOHHBIE CHUCTEMBbI M paclpeieieHHble MH()OPMaLMOHHBIE
CUCTEMBI.

[lo HamuMuMIO TOJKIIOUEHHH K CeTSAM CBSI3M OOLIero MOJb30BaHUSA M (MJIM) CETAM
MEXIYHApOJAHOIO0 HH(POPMAIIMOHHOTO OOMeHa MH(OpPMAalMOHHBIE CHUCTEMBI MOJPA3eNAIOTCs Ha
CUCTEMBI, UIMEIOIINE MOKIIOUEHUS, U CUCTEMBI, HE UMEIOILNE TIOIKIIOUEHUI.

[Io pexumy o0OpaOOTKM MEPCOHANbHBIX JAHHBIX B HWHGOPMAIMOHHON CHUCTEMeE
UH(POPMAaIMOHHbIE CHUCTEMBI MIO/IPa3AEIIAIOTCS Ha OJIHOTIOJIb30BATEIbCKHE u
MHOTOIOJIb30BaTENbCKHE.

[lo pasrpanudyeHuio mpaB JoOCTyla IOJIb30BaTele HH(OPMALMOHHBIE CHCTEMBI
MOJPA3JIENAIOTCA Ha CUCTEMBl 0€3 pa3rpaHHuEHHs MpaB JOCTYNA M CHUCTEMbI C pa3rpaHUYEHUEM
npaB goctyna. MabopMalinoHHble CUCTEMBI B 3aBUCIMOCTH OT MECTOHAXOKJIEHUS UX TEXHUUECKUX
CPEJCTB NOJPA3ACIAIOTCA Ha CUCTEMBI, BCE TEXHUYECKHE CPENCTBA KOTOPBIX HAXOJATCS B MPEeax
Poccuiickoit @enepanuu, U CUCTEMbI, TEXHUYECKHE CPEIACTBA KOTOPHIX YACTUYHO WM LIEIUKOM
HaxomATcd 3a npeaenamu Poccuiickoit @enepanuu.

B 3aBucuMocTH OT TEXHOJIOTUI, COCTaBa U XapakTepUCTUK TexHuueckux cpeacts UCII/IH,
a Takxke omnacHoctd peanuszauuu  YDBIIJIH W  HacTyluleHMs MOCIEACTBUNM B peE3yibTare
HECAHKIIMOHMPOBAHHOTO WJIM CIIyYalHOIO I0CTyIa MOYKHO BbIAETUT caeaytomue Tunbl MCITH:
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aBTOMATHU3HPOBaHHBIC paboure MecTa, He UMEIOIINE MOJKIIFOUEHUE K CETSM CBS3U OOIIETO
MOJIb30BAHUSA U (MJIM) CETAM MEXIIYHAPOJIHOTO MHPOPMAIMOHHOTO OOMEHa;

ABTOMATHU3MPOBAHHBIC Pa0OUMe MeCcTa, UMEIOIIHE MOAKIIOUYCHUE K CETSIM CBSI3U OOIIETOo
MOJIb30BAHUSA U (WJIM) CETAM MEXIYHAPOJAHOTO MHPOPMAIMOHHOTO OOMEHa;

nokanbHbie UCIIJIH, He UMEIOIIHE MOIKIIOUYCHHE K CETSAM CBSI3U OOILIEro MOJb30BAHHS U
(unmu) ceTsM MeEXIyHapoAHOro uHdopManumoHHOro oOmeHa; nokanbHble MCII[AH, umeromue
MOJKIIIOUEHUE K CETSIM CBSI3M  OOMIETO TIONB30BaHUS H  (MIM) CETSIM MEXIYHAPOIHOTO
nH(pOpMaIMOHHOTO 0OMEHa;

pacupenenennbie WCIIJIH, He wuMEIOMHE TMOAKIIOUYEHHE K CETAM CBS3H OOIIEro
MOJIb30BAHUA U (MJTM) CETAM MEXYHAPOJIHOTO MHPOPMAIMOHHOTO OOMEHa;

pacnpenenenubie UCIT/{H, nMeromye moaKIF0YeHHE K CETSIM CBS3H OOIIEro Mohb30BaHUS
U (WIH) CeTAM MEXKIYHApOIHOTO MH(POPMAITMOHHOTO OOMEHa.

[IpumenutensHo k ocHOBHbIM TumnaMm MCII/IH cocTaBisitOTCS TUNIOBBIE MOJIETU YIPO3
6e3omacHoctu [IJIH, Xapakrepu3ymoliue HACTYIJICHHE pa3IUYHBIX BHJAOB IIOCIEIACTBHI B
pe3yJibTaTeé HECAHKIMOHMPOBAHHOIO WJIM CIy4ailHOro goctyna u peanusanuu YBII[IH. YactHbie
Monenu yrpo3 OesomacHoctu [IJIn mpumenutensHo K KoHKpeTHbIM WCII/IH cocraBnsitorcs
omepaTopamu, 3akazuukamu U paspadorumkamu MCII[lH Ha dTamax wux co3gaHus u (WIH)
3KCILTyaTaluu.

5.1. THITIOBASI MOJEJIb YI'PO3 BE3OITACHOCTU ITEPCOHAJIBHBIX TAHHBIX,
OBPABATBIBAEMBIX B ABTOMATHU3UPOBAHHBIX PABOYNX MECTAX, UMEIOIINX
MHOAKJIIOYEHHME K CETSM CBSI3U OBIIETO ITIOJIB30BAHUA U (MJIN) CETSAM
MEXIYHAPOJHOT'O UHOOPMAIIMOHHOI'O OBMEHA

ITpu o6paboTke [1/lH Ha aBTOMATU3MPOBAHHOM pabO4YeM MecTe, UMEIOIEM IMOIKII0YESHUs
K CETSIM CBSI3U OOIIETO MOJB30BaHUS U (MJIM) CETAM MEXIYHAPOIHOTO HHPOPMAIITMOHHOTO 0OMEHa,
BO3MOXHa peanuzanus cienyommx YBIIJH: yrpo3sl yreuku uH(MOpMAIMM MO TEXHUYECKUM
ka"asiaM; yrpo3sl HCJI k T1J[H, oOpabaTeiBaeMbIM Ha aBTOMAaTH3UPOBAHHOM pab0dyeM MECTe.

VYrpo3bl yreukd HMHGPOPMALMU MO TEXHUYECKUM KaHallaM BKIIOYAlOT B ceOs: yrpo3bl
YTEUKH aKyCTUYecKOW (peueBoi) MHGOpMaluu; yrpo3bl YTEUYKH BUIOBOM HMH(OPMALUU; YTPO3BI
yTeuku uHpopmarun rno kanary [IID9MHUH.

BosuukHoenue VYbBII[IH B paccmarpuBaembix MCII[IH 1Mo TeXHHMYECKMM KaHajiam
XapakTepu3yeTcss TEMU XKe YCIOBHSIMU U (aKkTOpaMH, 4TO U JJIsl aBTOMATH3MPOBAHHOTO pabouero
MeCTa, HE HMEIOIIEr0 TMOAKIYEHUs K CeTsIM OOILIero IoJjb30BaHUs U (MJIU) CETAM
MEXyHApOAHOT0 HH(OPMAIIMOHHOTO OOMEHa.

VYrpo3set HCJI B UCII/JIH cBsi3aHbl ¢ JOEHCTBUSIMU HapyLIUTENEH, UMEIOIIMX JOCTYI K
NCTI/IH, Brirouas nonb3osareneit UCII/IH, peanusyromux yrposs! HenocpeactseHHo B MCII/IH, a
TaKke HapymwuTenei, He nmeromux gocrymna Kk MCII/IH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEH
CBSI3M OOIIETO MOJIb30BaHUS U (WIN) ceTe MeXIyHapOAHOTO HH(OPMAIIHIOHHOTO OOMEHA.

Yrpos3sr HCJ] B UCII/IH, cBsi3aHHBIE C OEHCTBUSAMH HAPYIIUTENEH, UMEIOIUX JOCTYI K
NCIIIH, aHanoru4Hbl T€M, KOTOPbIE UMEIOT MECTO JJisi OTIeabHOTO0 APM, He MOAKIIOYEHHOTO K
CETSIM CBSI3U OOIIETO0 MOIb30BaAHUS.

VYTpo3bl U3 BHELUIHUX CETEH BKIIIOYAIOT B ceO:

yIpo3bl «AHallM3a CeTeBOro Tpadukay ¢ MepexBaToM MepeaaBaeéMoOi BO BHEIIHHME CETH U
NPUHUMAEMOM 13 BHEIIHUX ceTeil HHpopMaluy;

YIpO3bl CKAaHMPOBAHHWs, HANPABICHHBIC HA BBIABICHUE THUIIA OMNEPALMOHHON CHUCTEMBI
APM, OTKpBITBIX IOPTOB U CITYK0, OTKPBITHIX COCMHEHUH U Jp.;

YIpo3bl BBISBICHHS Taposieil; yrpo3bl nonydenuss HCJ myrem moameHbl JOBEPEHHOIO
00BEKTa;

yrpo3sl Tuna «OTka3 B 00CITyKUBaHUNY;

yIrpo3bl YHAJICHHOI'O 3allyCKa NPUIIOKEHUHN; Yrpo3bl BHEIPEHUS IO CETU BPEIOHOCHBIX
IIPOrPaMM.
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5.2. THIMIOBAS MOJEJIb YI'PO3 BE3OITACHOCTH NIEPCOHAJIBHBIX JAHHBIX
OBPABATBIBAEMBIX B JIOKAJIBHBIX TH®OPMAIIMOHHBIX CUCTEMAX INEPCOHAJIBHBIX
JAHHBIX, MM EIOIHUX ITOJAKJIIOYEHHUE K CETSM CBSI3U OBIIEI'O ITOJIb30OBAHUSA U (UJIN)
CETSIM MEXIAYHAPOJHOI'O HHOPOPMAIIMOHHOI'O OBMEHA

IIpu o6padotke I1[dn B nokanpHbx MCII/IH, MMerONMX MOAKIIOYEHUE K CETSM CBS3U
O0IIero MoNb30BaHUS U (WJIM) CETSIM MEXKIYHapOJHOTO MH(POPMALMOHHOTO OOMEHA, BO3MOXKHA
peanuzanus cienyromux Y bI1JIH:

» YyTpo3bl YTEUKH HHPOPMAIIUHU 110 TEXHHYECKUM KaHaJlaMm;
» yrpo3bl HCJI k I1/]H, 0OpabaThiBaeMbIM Ha aBTOMATH3UPOBAHHOM pabodYeM MecTe.

VYrpo3sl yreuku nHpOpMALIUK IO TEXHUYECKUM KaHajaM BKJIIOYAIOT B ceOsi:

» YyTpO3bl YTEUKH aKyCTUUECKOH (peueBoii) nHpopmarum;
» yrpo3bl YTEUKH BHUIOBON WH(GOpPMAIMU; YTPO3bl YTEYKH WH(GOpPMAIMU TIO0 KaHATY
[IOMHUH.

Bo3nuknosenne VYBII/In B paccmarpuBaembix MCII[IH 1mo TeXHMYECKUMM KaHajlaM
XapaKTePU3YeTCs TEMU )K€ YCIIOBUSAMHU U (paKTOpaMu, u4To | Jutsl mpeapiaynmx Tunos UCITJIH.

VYrpo3sr HCJl cBsizanbl ¢ peicTBusiMH Hapymurtened, umeromux aoctyn k WCIIIH,
BKurovas noiws3oBarened UCIIn, peanmusyronux yrpo3sl HenocpeactBeHHo B MCII/IH, a Taxxke
HapywmuTenei, He uMmeromux aocryna k UCII/IH, peanu3yromux yrpo3sl U3 BHEIIHUX CETEH CBS3U
00111ero NOJIK30BaHUs U (WIIN) CETEH MEXTyHapOAHOTO HH()OPMAITMOHHOTO OOMEHA.

VYrpo3slt HC/I, cBsi3aHHbIE ¢ JIelcTBUSAMU HapyuuTenen, umeromux goctyn k MCIIIH,
BKJIIOYAIOT B ce0s yrpo3bl, aHAJOTUYHBIE TEM, KOTOpBIE PEaTu3yroTcsi B oTAelbHOM APM, He
UMEIOIIEM MOAKIIOYEHUS K CETSAM CBSI3H OOIEro MoJb30BaHuUs,.

VYTrpo3bl U3 BHELIHUX CETEH BKIKOYAIOT B CEO05:

yrpo3bl «AHaNU3a CETEBOro Tpadukay ¢ MepexBaTOM MepeaaBaeMoi BO BHEIIHHE CETH U
NPUHUMAEMOM U3 BHEIIHUX ceTell HHpOpMaIuy;

yIrpo3bl CKaHWPOBAHUs, HAIPABJICHHbIE HAa BBISABICHHE THIA ONEPAMOHHOM CHCTEMBbI
NCTI/H, ceTeBbIX aapecoB pabouuX CTAHLIUN, OTKPBITHIX MTOPTOB U CIIYKO, OTKPBITBIX COEIMHEHUI
U 1p.;

YTpO3Bbl BBISIBICHUSI TApPOJIEH;

yrpo3sl nonyyerust HC/I myrem nomMeHsl TOBEpEHHOTO 00bEKTa;

yrpo3sl Tuna «OTKa3 B 00CIIy)KUBaHUNY;

yrpo3bl YJAJIEHHOIO 3allyCKa IPUJIOKEHUH; Yrpo3bl BHEIPEHHS IO CETH BPELOHOCHBIX
POrPaMM.
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MMPUJIOXKEHMUE 2

k [IpumepHoit Moztenu yrpo3 6e3omacHOCTH
NIEPCOHANIBHBIX JTAaHHBIX B MH()OPMALMOHHON
CHCTEME TIEPCOHANBHBIX TaHHBIX
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IMPUJIOXEHMUE 3

k [IpumepHOif Mozenn yrpo3 6e30macHOCTH
MEPCOHATBHBIX JaHHBIX B HH(OPMAIIIOHHON
CHCTEME MIEPCOHANBHBIX JaHHBIX

Pucynok 4. Knaccuduxarus ys3BuMocTell mporpaMMHOro odecriedeHust

Knaccudmrauns yazeumocteii
NPOrpaMMHOTD 0DECIE4eHHA

r
[ J | |

Mo Tiny 110 [T 3Tany #HIHEHHOID Mo npHuKHEE [Mo xapakTepy
LHERE MpWrpasHON BOIHHEHOBEHHA noCIeAc TR oT
ofecneyeHns, Ha KOTOPOM YVAIEHMOCTH PEATHIAUNK aTaK
BOTHHEQET YAIBHMOCTh
Cucresunoe [10
Y AIRHMOCTH, Henocramin — Y AIBHMOCTH,
*| BozEMKAIOWNE HA #*  MEXBHIIMOE HCTIOIETYEMBIE 1R
llpuxnannoe yrane Y TCHTHM KA NCPCNOIHCHNA
b e s MPOCKTHPOBAHIA — Gy jepa
oOCCHEHCHHE PO PaMMHOrD Henoerarsn
OOECIESEHHA JALIHTH YHETHRX . Y AZEHMOCTH,
peaTGaL - ™ sannceii ¥ HCNOIEIVEMEIE 118
no60pa Napoas WK
NpPOrpEMMETD
p obccnescHR Hamaupe HACHTBMKETOpA
frvHELmil,
MHCTRUIAINE 1 ™ noisoamowmx
BECTPOIHKH BRIIOTHATE YrasnmocTn,
—+ MPOrPaMMEOTD AECTPYKTHEHEIE . HCOIEIYEMELE 118
ofecnete s neficTang HIMEHEHHA NPAB
I0CTYNA
CrreyToTERe
MpORCPEH
w KDPPEXTHOCTH ¥RIBNMOCTH,
EXOTHBIX JAHHBIX . HCOIEIYEMELE 1118
PCanHMEHE STAKH
wlITEEI B
COCTYRHBAHH
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IMPUJIOKEHUE 4

k [IpumepHOi Monenn yrpo3 6e30macHOCTH
MEPCOHATBHBIX JaHHBIX B HH(OPMAIIIOHHON
CHCTEME TMIEPCOHANBHBIX JaHHBIX

Tabnuua 2. YA3BUMOCTH OTACIBHBIX HMPOTOKOJIOB cTeka mpotokosnoB TCP/IP, Ha 6a3e koToporo
(GYHKIMOHUPYIOT TJ100aIbHBIE CETH OOIIETO MOJIb30BAHUS

Hanmenosanue
NPOTOKOI

Yposenw
cTeKa
NPOTOKMI0E

Hanmenosanme
(XapaKTepHCTHKA) YAIBHMOCTH

Copepaanne Hapymenns
feonacHocTH HEQOpMATHE

FTP (File Transfer
Protocol) —
TIPOTOROI
nepenayun gainos
0 CETH

[Tpuknannoi,
npeIcTaRH-
TENBLHLIH,
CEAHCOBRIA

I. AyrenTndmranna Ha Dase
OTEPBITOND TEKCTA (Maponm
NEPeCcELIARTCA B
HEAMPPOBAHHOM BHIE)

2. Joctyn no yMomHannw
3. Hanwume QBYX OTEPLITRIX
NOPTOR

BoiMmKHOCTE NEPeXBaTa JaHHLIX
YUETHOH 3anucH (HMeH
3APErHCTPHPOBAHHBIX
MOIE3I0EATENEH, naponei).
[Monyuenne yIaneHROMO 10CTYIA
K XOCTaM

telnet — npoTokon

[Tpuxnagnoi,

AyrenTHipuranns na dase

BoaMokHOCTE NEPEXBATA JAHH LIX

nepenaveit

FANOITHEHHS L‘..'I}"]I{Cﬁlil.]?{
FANIOBKORBR MAKETA

VIPABICHHA NpeacTaEn- | OTEPBTOrO TERCTa (maponu YHETHOH 3ANHCH MONBIOBITENA.

VAATEHHEIM TENLHEI, NEPECELIANTCE B [MonyueHne yIaneHHOTD J0CTYIE

TEPMHHATOM CEAHCORBRI HE3AMMpPOBAHHOM BHIE) K XOCTaM

UDP — nporokon | Tpancnopr= | OTCYTCTEHE MEXAHHIMA BoaMos#HOCTE PeaTHianim

Nepenayun JaHHEIX | HEI NpeA0TEPALIEH HA NEPerpy 30K UDP-wrropaa.

0e3 yCTaAHORTEHHA Gyipepa B pesyneTaTe ofMena navetamMu

COETHHEHHA NPOHCKOINT CYLIECTBEHHOE
CHHAEHHE TPOH3BOIHTENEHOCTH
cepBepa

ARP—npotokon | Ceresoit AyrenTnuEanng na Gase BoswmosnocTs nepexsara

npeoipaoBIHIA OTEPBITOrD TekeTa (mupopmanns | Tpadmka NoNs30BITENA

[P-anpeca B NEPECELIACTCA B HOYMEILLTEHHHEOM

danuecknil agpec He3AHppoOBAHHOM BHIE)

RIP — npoTokon Tpancnopr=- | OTcyTeTEHe Ay TEHTHHHEALHA BoaMosHOCTE NepeHANPABICHHA

MAPLIPY THOH HEd YOPABIAIOLINX co00eHni of Tpatmka Hepes XocT

HHpOPMALHA H3IMEHEHHH MapLIpyTa MOYMEILLTEH HHKA

TCP — npotokon Tpancnopr=- | OTCcyTCTEHE MEXAHHIMA CylecTEEHHOE CHIKEHHE

VIPABICHHA HElil NPOBEPEH KOPPEKTHOCTH CEOPOCTH 00MEHA 0 Tdke

TOTHELH PA3PRIE MTPOHIBOTEHEIX
coeaHHEHRi no npotokony TCP

DNS - npotokon

[puxnansoi,

OTCyTETEHE CPEICTB MPOBEPEN

DankenuKaLng OTBETA

lﬂmpﬂHHUﬁ MoHTE

YCTAHOBIEHHA npejcTasi- | ayTenTHdrsammn nomyaennsx | DNS-cepeepa

COOTBETCTEHA TENLHEIIT, JAHHEX OT HCTOMHHEL

MHEMOHHYECKHX | CEAHCOBLI

HMEH H CETCBLIX

A7pecon

IGMP - nporokon | Ceresoit OreyTeTeHe ayTenTH(hHEALHR JaBHCAHHE CHCTEM

nepenaun coofuennit of HIMEHEHHR Win 9x/NT/200

coodmenui o NAPAMETPOR MAPLIPYTA

MapIIPY THIAHH

SMTP = nporokon | puknagnoi, | Oreyrerese nogiepikm BoamoaHOCTE MOL1ENB BAHIA
obecnevenns NpeicTaBH- | AYTEHTHHHEALNH 3AT0N0BKOB cooGIEHRIT AMEKTPOHROI MOYTEL,
CEPBHCA ADCTABKH | TENLHEI, coofuenmit A TAKKE ATPECa OTIPABHTENR
coodmennii no CEAHCOBEI coofenna

SNMP - npotoron
YIPABAEHNA
MAPLIPY THIATOPAMH
B CETAX

[puknannoi,
NpeICTaEH=
TELHLII,

CeAHCOBERIH

OTCyTETERE NOAEPKEH
AYTEHTHIHHKALMH 3Ar0NI0BKOB
coobuennit

BoaMomHOCTE IEpenoIHeHnn
NpoOmyCKHO cnocofHoCTH ceTH




IMMPHUJIOXKEHHUE 5

k [IpumepHoit Moztenu yrpo3 6e3omacHOCTH
MIEPCOHAJIbHBIX JTAHHBIX B MH()OPMALMOHHOM
CUCTeME NEePCOHANBHBIX JAHHBIX

Pucynok 5. KnaccudukanuonHas cxema yrpo3 ¢ UCIOJIb30BaHHEM IPOTOKOJIOB MEKCETEBOIO B3aUMOCHCTBUS

Knaccudmkauna yrpos Ge3onacHoCTH HHGOPMALHK, PEATHIVEMBIX C HCNONB30BAHHEM NPOTOKOIOE MEHKCETEBOTO
B3AHMOICHCTEHA B ABTOMATHIHPOBAHHEIX CHCTEMAX
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_______________________ !
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Pucynox 6. Cxema peanusamnuu yrpo3bl «AHaJIN3 CETEBOTO TpaduKay

Xoer |

Mapupymesmop |

IMPUJIOKEHUE 6

k IIpumepHO#i Mozienu yrpo3 6e30macHOCTH
MepCOHAIBHBIX JaHHBIX B MH(POPMAILIIOHHON

MapiapyTiEmop 2

Xoor M

@

NoeT HapyIHTEns

CUCTEME NIEPCOHAJIBHBIX JaHHBIX

Xoer 1

Xocr M
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IMPUJIOKEHUE 7

k [IpumepHOi Monenn yrpo3 6e30macHOCTH
MEPCOHATBHBIX JaHHBIX B HH(OPMAIIIOHHON
CHCTEME TMIEPCOHANBHBIX JaHHBIX

Pucynok 7. Cxema peanuzanuu yrpo3sl «I[logMeHa T0BEpeHHOTO 0OBEKTa CETH»

= a - ~u - -

1. XooT X seler Hafis0JeHe 14 NocTavd A i B u OTIPE IEHET HY Sl
NAKETOH COOMMUSHIE, HIY L0 o XocTa B

ROCT XK= XOCT HAPY LTI

& g~ =

XOCT A - JOBEPEHHEE XOCT

2 Xoctr X nocenser na xoctT A cepiin TCP-sanpocos Ha cOEIaHme C0e JHHEH R,
FANOIIHEN TeM CAMBIM (SEpe b FANPOCOE C e b BRIBECTH HT CTPON HA HERDTOPROE

BpEsid NoCT A
koot B
oot M
XNOCT A
SY M,
I55%
TCP-3aipoc Ha OTKPRITHE COSTHHEHIN OT HMEHH ¥0CTa A Xocr B

ROCT A AW M-00T CHHXPOHRTALAN HOMEPR IOCTE JOBATEILHOCTH
[55x%-npoRtBIEHER BOMEP MO OBITENLHOCTIH

XOCT A BRIBEIEH WS CTPOA

@

Xoer A

&

Orrser xocta B sa CE'—E&I:E:.‘_//

Xocer X LM, ACK, 155k YXocr B
ACKI5Sx=1)

SY MOt CHHEPOHHTALAH HOMEPA [OCHE JOBA T ILHOCTH
155 b-npoirsBoasHLIT BOMED NOCAEIOBATEIRROETH ¥ocTa B
Koot A ACE(S55+ 1 =nosep nogreepaiennn npuess TCP-naketa or
w0cTa A, pasHiil [55x+1

@

ASE(1SSb+ 1 esonep nogreepanenns npaess TCP-naketa ot xocta B,
B KOTOR0M STAKY AL ¥ EaTRBAeT Noaodpannil nouep 55+
ALK, I55x+1
ACKIISS5b+1}) -

=

L]
i
k
1
L]
i

Rioee X - B):("'F.a:amlssaarly-unuep Yoer B
— coegyiougero TCP-nakera

(O E}:'c'l'u.}-er coonfaenne o paipeie TCP-coegnmennm or
BEIEEBEHHOTD 13 CTPOA XOCTa A (IAKET ¢ FANOHEH HEIM

Yocr A cvaeGHEM 3aronssxou K5
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IMPUJIOXKEHUE 8

k [IpumepHOi Monenn yrpo3 6e30macHOCTH
MEPCOHATBHBIX JaHHBIX B HH(OPMAIIIOHHON
CHCTEME TMIEPCOHANBHBIX JaHHBIX

Pucynok 8. Cxema peanuzanuu ataku «Hapsi3piBaHUE JT0)KHOTO MapIIpyTay (BHYTPHUCETMEHTHOE) C
ucnonb3oBanueM rpotokona ICMP ¢ nenbio HapyeHus CBA3H

S O 31
~— o
Mapupynnarep | Mapeopy earop 2 1 5 Cepaep
ICMP Redirect wLsecret,oom

Xoer | Xoor 2 Xocr WIS

2, TlaseTad M2 IOP.SECIEtCOM NAIPARISOTCS MA HOCY ISCTIY WU MagaupyTianop (Xoer 2), &
CHEA0MITEARND, SRR ¢ LOP.SECTELCOM Ny aeTCR

T _Q— Hurepner
Mapisgh T Mapwpyninarop 1 Mapupyrwssop 2
opsecset oo
e way=xocT 2

Xoer | Xeer2

Ceprep

M CASOAL (e
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IMPUJIOKEHHUE 9

k [IpumepHOi Monenn yrpo3 6e30macHOCTH
MEPCOHATBHBIX JaHHBIX B HH(OPMAIIIOHHON
CHCTEME TMIEPCOHANBHBIX JaHHBIX

Pucynok 9. Cxema peanmzanuu yrpossl «Bueapenue noxnoro ARP-cepsepa»

|. Maza oxuganns ARP-3anpoca Q
|

ATaKyounil HpoCIyIIHBACT Mapupyruzarop
KaHAT, OXNAAR Nepeady 7
ARP-zanpoca '
' Hurepuer
Xocr N

Xocer |

Xocr HapywmTens

2. baza peanu3auny YIpo3sl

Xocr ncfpcn ﬂcpcxsamn?ARP—w)poc, Mapmpynnamp
ARP-3anpoc ATAKYIOUIMIT TICPEAACT NOKHBII

ARP-oreer

E ! : Hurepuer

Xocr | Xocr 2 Xocr N

Xoct HapyuHTens

3. @asa nprema, AHATH3A, BOIACHCTEHA H IEPEAAYH NEPEXBAYCHHOI HHpOpMaunn Ha

aoxuoMm ARP-cepsepe MapuipyTisarop

Caa3s xocra | ¢ :
MAPLIPYTHIATOPOM NPOHCXOANT 1
yepes noxusii ARP-cepsep :

i . Hurepner

1N

: H d oL
I > 1
I 1
1

Jloxsni
ARP-cepaep
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MMPUJIOKEHME 10

k [IpumepHOi Monenn yrpo3 6e30macHOCTH
MEPCOHATBHBIX JaHHBIX B MH(OPMAIMOHHON
CHCTEME TMIEPCOHANBHBIX JaHHBIX

Pucynok 11. Cxema peanuszanuu yrpo3s! «Baenpenue noxsoro DNS-cepepa» mytém nepexsaTa
DNS-3ampoca

1. draa oanmaann araryanis DNS-3anpoca ot xocTa | (arakyioomil HaxogeTes mebo Ha NecTe
sapyunrrena 1, mefo Ha xoecTe Hapyanme 1)

Cepeep
top. secre com |
L
MapiupyTEIaTOp By
> b
MapupyTaarop MapmpyTaaarop o
@ DNS-cepeep
Xoer | Moer 2 &
Koot HapyuxTena | XoeT mapvinaTena 2

2. dbaza mepe a8 ATagyeous noaHore DNS-oTreeTa (arakyeoumi BaxonuTes mebo Ha WoCTe
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IMMPUJIOXKEHUE 11

k [IpumepHOi Monenn yrpo3 6e30macHOCTH
MIEPCOHATBHBIX JaHHBIX B HH(OPMALMOHHON
CHCTEME TMIEPCOHANBHBIX JaHHBIX

Pucynox 12. Cxema peanmnsanuu yrpo3sl «BHeapeHue JoxkHoro DNS-cepepay» myrém mropma
DNS-0TBETOB Ha KOMIIBIOTEP CETU
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MMPUJIOKEHHUE 12

k [IpumepHOi Monenn yrpo3 6e30macHOCTH
MIEPCOHATBHBIX JaHHBIX B HH(OPMALMOHHON
CHCTEME TMIEPCOHANBHBIX JaHHBIX

Pucynox 13. Cxema peanmmuzauuu yrpo3sl «Bueapenue noxnoro DNS-cepBepa» mytém mropma
DNS-otBeToB Ha DNS-cepBep
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DN Sacepropon 1 mpH TT0M IPOEIINETYET ITOT CEPRER HA OTHET, nicae w2 mern DNS-aampoc
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I[MPUJIOKEHUE 13

k [IpumepHOi Monenn yrpo3 6e30macHOCTH
MIEPCOHATBHBIX JaHHBIX B HH(POPMAIMOHHON
CHCTEME TMIEPCOHANBHBIX JaHHBIX

Pucynox 13. Cxema peanmmuzauuu yrpo3sl «Bueapenue noxnoro DNS-cepBepa» mytém mropma
DNS-otBeToB Ha DNS-cepBep
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IMMPUJIOKEHME 14

k [IpumepHOi Monenn yrpo3 6e30macHOCTH
MIEPCOHATBHBIX JaHHBIX B HH(POPMAIMOHHON
CHCTEME TMIEPCOHANBHBIX JaHHBIX

Bo3moxHbIE IOCIEACTBUS pealIu3aliii YTPo3 pa3IndHbIX KJIacCOB
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Pucynok 14. Knaccudukaiusi mporpaMMHBIX BUPYCOB M CETEBbIX YepBei

IMPUJIOXEHME 15

k [IpumepHoii Mogenu yrpo3 6e30macHOCTH
NIEPCOHANBHBIX JAHHBIX B MH()OPMALMOHHON

Mo ocodfe HUGCTEM ANTOPIETMA

CUCTEME NIEPCOHAJIIBHBIX JaHHBIX
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